[Tpunoxenue Ne 2

O0s3aTeILCTBA KJIMEHTA
10 BBINOJHEHUIO NPaBUJI 0€30NacCHOH padoThI NPU UCHOJbL30BAHNH KJIMEHTCKOH 4YacTH
Cucrems1 1IBO

B cootBerctBun ¢ Jloropopom JBbO KiueHT moarBepxkaaeT, 4To Il OOCCIICUYCHHS
6e3omnacHoit padotel B Cuctemsl JIbO o0s3yercs:

- o0OecrieunTh 3allUTy OT HECAHKIMOHUPOBAHHOTO JocTyna K KimeHTckomy
pabouemy mecty (APM Kinenra), 3a1uTy OT HECAaHKIIMOHUPOBAHHOTO JIOCTYIa U COXPAHHOCTh
Knroueir OII, JlorunoB wu Ilaponeit nna Bxoma B Cucremy JIbO, 3amury ot
HECaHKIIMOHUPOBAHHOTO IOCTYyNa K MOOUIBHOMY YCTPOHCTBY ¢ aKTUBUPOBAHHBIM MOOHIBHBIM
npuwiokennem PayControl u MoOuibHBIM TpHIOKeHHeM baHka, a Takke 3alldTy OT
HECAHKIMOHUPOBAHHOTO JOCTYIA K IPYroi KOHPUACHIIMATLHOW HH(OPMAIINH;

- B Clly4ae UCHoNb30BaHus KaHana «/HrerpaunonHsii Knuent-bank» obecrnedutsb
3alUTY OT HECaHKIMOHMpOBaHHOTO nocTymna B Cucremy [IBO uepe3 paboune mecra Knuenra,
KOTOpBbIE y4acTBYIOT B oOmene DJ] ¢ baHkom, a Take BBINIOJIHEHHWE HHBIX TpPeOOBaHUM,
YCTaHOBJICHHBIX HacTosuM [Ipunoxenuem, Ha cropone Knuenra;

- He3aMeUIUTeIbHO HH(GOpMUPOBaTh baHK J10OBIM TOCTYIHBIM CITIOCOOOM 000 BCEX
Cly4yasix HEBO3MOXHOCTH pacmudpoBku ], OTpUIATENIBHOTO pe3yiabTaTa MPOBEPKHU
noxnuHHoct OIl, nHemrratHoi pabotel Cuctemsl J[BO, Hemomydyenus uHPOPMALMOHHBIX
cooOuienuit banka;

- coOII0aaTh CAeAYIOIINEe OPraHu3allMOHHbIE MEPHI:

] TpebdoBanus k coxpannoctu Ilapoas/ Ilapons k Kiarouy Cepsepnoii JI1:

- [Tapons BBIOMpaeTCs CaMOCTOSATENBHO;

- ecnu Ilapons 3amucan Ha Oymare, TO XpaHUTCS B MecTe, HEJOCTYITHOM JUIs
HEYIOJIHOMOYEHHBIX JILI, PEKOMEHYETCSI UCTIOIb30BaTh HAAEKHbBIE METAJUINUECKNE XPaHMIIMILA,
000py/1I0BaHHbIE BHYTPEHHUMHU 3aMKaMH;

- 3alpeIeHo 3anuceiBaTh [1apons Ha CHEMHBIN HOCUTENBL, MOHUTOD, KIaBUATYpPy U
np.;

- [Tapone nomkeH colepkaTh HE MEHee 8 Pa3IM4HbIX CUMBOJIOB (OYKBBI, IU(DPHI,
00JBI1I0M / MaJIbIif PETUCTp, CHEIICUMBOJIBI);

- B kauecTBe [lapons He nomkHBI ObITh Hcnionb3oBanbl: IHH u npyrue pekBu3nuThl
Knuenra, umeHa u (aMuiiny, mocie0BaTeIbHOCTH, COCTOSIINE U3 MOBTOPSIIOIINXCS MITH OJJHUX
uudp (B TOM 4Kciie HoMepa TeleQOoHOB, MaMATHBIE JIaThl, HOMEpa aBTOMOOUJIEH U mpoyee, 4To
MOXHO cBs13aTh ¢ Kirenrom);

- npu Kommpomeranun / mnogo3penun Ha Komnpomeranuio Ilapons criexyer
He3aMeUINTEIbHO YBEJOMUTH 00 3TOM baHk B cooTBeTcTBUU C pazaenoM [lopsiiok aelicTBuil npu
Komnpomeranmu / nogozpennn Ha Komnpomerarnuro Hactosmiero [Tpunoxenus;

- pEKOMEH1yeMasl TIEpUOAUYHOCTh CMEHBI Mapoiil — He pexxe 1 (ogHOro) pasa B 3
(Tpm) Mecsa.

%} IIpaBusia XpaHeHHUs M UCTOJIb30BAHUS KnoueBbix HOCHTEJIEH:

— mnsi xpaneHuss  USB-TokeHOB  HEOOXOOWMO  HMCIIOJIB30BaTh  HANIEKHBIE
METAJIMYECKUE XPAHWIUIIA, OOOpYIOBAaHHbIE BHYTPEHHHUMH 3aMKaMH, IS HCKIIOUEHUS
BO3MOKHOCTH HECAaHKIIMOHUPOBAHHOTO JOCTyIa K HUM HEYOJHOMOYCHHBIX JIUIL;

— 3ampeniaeTcs U3BJeKaTh U3 XpaHnwiniia Hocutenu ¢ Kimouamu DI, ecnu oHu He
UCIIONB3YIOTCS 1t paboTsl ¢ Cuctemoii J160O;

- HUKorga He mepenaBarth Kitoun OII Tperbum nwmam Jyisi POBEPKH pabOTHI
Cucrems! /IO, mpoBepku HacTpoek B3aumojeiictBus ¢ bankom u 1., [lpu HeoOXoauMocTH
TaKUX NPOBEPOK YMOJIHOMOUYEHHOE JMo KiuneHTta NOMKHO JMYHO MOJKIIOYUTH HOCHUTENb K



paboueii cTaHIMK, yOeIUTHCS, YTO Maposib JOCTYyNa K KJIouy BBOAUTCS B HHTepdeiic Cuctemsl
JABO, u nmuuno BBectu [laposib, nckirouast BO3MOXXHOCTh ero Kommnpomeranuu;

— 3armpemaercs rnepenaBaTh KitoueBble HOCHTENM TPETHHM JIMIAM, OCTaBIATH 0e3
IPUCMOTPA, a Takke (MPEANPUHUMATH MOTMBITKH MO MPOBEJCHUIO 3aKCH) 3anuchiBaTh Ha USB-
TokeH MOCTOPOHHIOK UHPOPMAIHIO;

- 3aMperaeTcs CHATHE HECAHKIMOHUPOBAHHBIX Konui ¢ KiiroueBoro Hocurens;

- npu Kommpomeranuu / nogo3penun Ha Kommpomeranuio cpenbl MCIOTHEHUS
(HanMuMe B KOMIBIOTEPE BPEIOHOCHBIX MTPOrpaMM), a TaKKe aTpUOYTOB 0cTyna K MoOMIbHOMY
yctpoiictBy (Jlorun, ITapoinb, rpaduueckuii kmod, PIN-kox 1 T.1.) clieqyeT He3aMeITUTEeIbHO
yBeIoMHUTH 00 3TOM bank B coorBeTcTBHH € pasnenom [lopsnok aeiicteuii mpu Komnpomeraruu
/ mono3penun Ha Komnpomertanuto Hacrosimiero [Ipunoxenus;

- no TpeboBaHUI0 pabOTHHMKA TexHHUUYeckor momuepkku Cucremsl JIBO B ciayuae
1o03peHust Ha KomnpoMeTranuio BeINOJIHUTE aHTUBUPYCHYIO IIpoBepKy APM Kiuenra;

- OKa3bIBaTh cojeiicTBue baHKy B ycTaHOBJICHHH (DaKTOB HECAaHKIMOHHUPOBAHHOTO
noctyna k Cucreme JIBO u Kommpomeramuu. OGecneunBath AocTyn paboTHukoB banka k
TEXHUUYECKUM CpEJICTBaM, Ha KOTOPBIX YCTaHOBJEHa KiMeHTckass uyacTb Cucremsl JbO mns
pOBeJCHUS padoT Mo €€ yCTAaHOBKE M COMPOBOXK/ICHUIO;

%} TpeGoBanusi Kk BbIMYCKY M XpaHeHHI0 APl-ToxkeHa npu B3aumogeicTBUM
nocpeacrsom APl UnTerpanus B pamkax kanaiaa « Aarerpaunonnsiii Kiimenr-bak»:

- BeimycTuTh APIl-Token B Cucreme iBank mist YoJHOMOYEHHBIX JIUI], OT UMEHHU
KOTOpBIX OyayT ¢popmupoBarbes 3anpockl K AP| Materpanus;

— YCTaHOBUTH CpoK neiicTBusi APl-TokeHa mpu ero co3maHuu (1Mo ymondaHuto 365
JHei));

- cpok aeiictBust APl-TokeHa MO)keT ObITh OorpaHudeH baHKOM HcXoas u3 cpoka
JIEUCTBUS MOJIHOMOYNH YITOJTHOMOYEHHOTO JINIIA;

- B ciryyae yrepu 3HaueHus APl-tokena ninu uamenenus IP-anpeca (ecnu B mponecce
co3manust APl-tokena ykaswiBanmuch IP-ampeca) Ha ctopone KimeHnta HeoOXonMMo co3maHue
nosoro API-Tokena;

- 3anpeniaercs nepeaaBatb API-TOkeH TpeTbUM JHIIaM.

%} CoOuronenne TpedoBaHuii 1o oOecnedyennio OezomacHoctu Kurouesoii
HHpopmanuu:

- BCe OTuykJaeMble (BHemHuE) KirroueBble HOCUTENM JOJKHBI yUHUTHIBATHCA
MO3K3EMIUISIPHO B CHELHMAIBHBIX JKYpHajaX COIJIACHO YCTAHOBJIEHHON HOPMAaTHUBHBIMHU aKTaMU
Poccutickoit ®eneparuu popme;

- yaét u xpanenne Hocurened CK3U, yuér KimtoueBbix HOCUTENEH AOMKHBI OBITh
MOpYUYEHBI CTIICIHAIFHO Ha3HAYeHHBIM paboTHIKOM. Kaxxapit Bnagener D11 Hec€T nepcoHabHYIO
OTBETCTBEHHOCTb 32 €T0 UCIIOJIb30BAHUE U COXPAHHOCT;

- MOAK3EMIUTSIPHBINA YUET CHOPMHUPOBAHHBIX Y TOTHOMOYEHHBIMH JullaMu KineHnra
KpunTorpadguueckux Kirouen ocymectrisercs KinueHnrom;

— xpaHeHue KirodyeBbIX HOCHUTENEH NOMYCKAETCS B OJHOM XPaHWIMILE C APYTUMHU
JOKYMEHTaMU TpU YCIOBUM, HCKIIOYAIONIEM WX HENpeAHAMEPEHHOE pa3pylleHue WIn
YHUUTOXEHUE;

— YNOTHOMOYEHHBIMHU JIMLIAMHU WJIU MO MOPYYEHHUIO PYKOBOJUTENS OpraHU3alUU
OJIHUM W3 PabOTHUKOB W3 YMCIa JOMYyIIeHHBIX K dkcrmyataruu CK3U, momkeH mpoBOIUTHCS
MEePUOIUYECKUI KOHTPOJIb coXpaHHOCTH BXogsmiero B cocraB CK3U obopynoBanusi, a Takxke
BCEro HCIOJB3YEMOr0 TPOTPAMMHOTO OOEcTeueHus: MJisg MPEAOTBPALICHUS BHECCHUS
MPOrpaMMHO-aINAPATHBIX 3aKJIaJ0K U BPEJOHOCHOTO MPOTrPAMMHOT0 00ECIICUEHNS.

A IIpaBuyia XpaHeHUs M UCIOJIB30BAHUA Y CTPOMCTB NMOATBEPKICHUA:



- JUIsL XpaHeHus1 Y CTPONCTB MOATBEPKACHUS HEOOX0IUMO UCTIONb30BaTh HAJEKHBIE
METAJUINYECKUE XPaHWIUINA, OOOpYJOBaHHbIC BHYTPEHHHMMM 3aMKaMH, JUIsI MCKIIOYCHUS
BO3MO)XKHOCTH HECAHKLMOHUPOBAHHOIO JOCTyNa K HEMY HEYINOJIHOMOYEHHBIX JIMLI U
MIOBPEXKICHUE MATEPUAIIBHOIO HOCUTEIS;

— HE W3BJIEKaTb W3 XPaHWINILA YCTPOMCTBO IIOATBEPKICHMS, €CIM OHO HeE
UCIIONB3YIOTCS Tt paboThl ¢ Cucremoii J160;

- HE PACKPBIBAaTh TPEThUM JMIaM HH(popMaluio o0 YCTpoicTBe MOATBEPKACHNUS,
HaxOJAIEMCS B €10 PaCIOPsKCHUU;

- HE IIepelaBaTh €ro B I0Jb30BaHUE JIMIAM, HE SBIIAIOLIUMCS Y IOJITHOMOYEHHBIMU
munamu Knuenra, Ui paciopshKeHMsl JEHEKHBIMU CpeACTBaMU, Haxondamuxcs Ha Cuére, uiau B
MHBIX 11X, OCTaByIATh KiltoueBble HocuTenu 0e3 NpucMoTpa;

- B Clly4ae yTpaTbl WIM IIOJIOMKH YCTpOMCTBa IOATBEPXKAECHUS HEOOXOIUMO
yBeIoMUTh 00 3ToM baHk B cooTBeTcTBHHM ¢ pasznenoM [lopsnok neiicreuii npu Komnpomeraruu
/ mopo3pennn Ha Kommpomeranuto Hactosero [IpumoskeHus.

] Orpannuyenne gocrtyna M Tpe0oBaHMs K padouyumM MecTaM, € KOTOPBIX
ocywecrBasercs padora ¢ Cucremoii IBO:

- OpaBO  JOCTyHa  MPEAOCTaBISETCSs  TOJBKO  YIOJHOMOYEHHBIM  JIMIIaM,
HEIMOCPEICTBEHHO ocylecTBIsomuM padboty ¢ Cucremoit JIbO. Hckmtounts goctynm K
KOMITbIOTE€pPaM HEYIIOJHOMOUYEHHBIX JIMILI, HE UMEIOIIUX OTHOIIEHUs K padote ¢ Cucremoii J1bO;

- 3alpeliaeTcss YCTaHOBKA IPOIPAaMMHBIX CpPEACTB, HE NPEAHA3HAYEHHBIX JUIS
BBINOJIHEHUS CITY)KEOHBIX 00s3aHHOCTEH YIOJIHOMOUYEHHBIX Jull KiueHTa, JOMYyLIEHHBIX K
pabore ¢ Cuctemoii J1bO;

- IPUMEHATh Ha paboueM Mmecte auleH3uoHHble [IO (omepaloHHbBIE CHCTEMBI,
oucHble TakeTbl M Tp.), JMLEH3UOHHBIE CpPEACTBA AHTUBUPYCHOM 3alllUThl, 00ECHEYUTh
BO3MOXKHOCTh PETYJISIPHOTO aBTOMAaTUYECKOT0 OOHOBJIEHUS! aHTUBUPYCHBIX 0a3;

- pabora ¢ Cucremoit JIbO HemenaeHHO MpeKpamaeTcss NpU MOJO3PEHUHU, YTO
KOMITBIOTEpP 3apakeH, a TaKXkKe B CiIydae OOHAapy>KEeHHsI HEe3aperuCTPUPOBAHHBIX MPOTrPaMM HIIU
HapyIICHUs 1I€JIOCTHOCTH ONEPAaLlMOHHON CHUCTEMBI — 0053aTelIbHO yBeIOMUTH 00 3ToM baHk B
cooTBeTCTBUM C pasnenoMm Ilopsnok nedictBuii npu Kommpomeranuu / Nogo3peHHHM Ha
Komnpomeranuto Hacrosmero [Ipunoxenus;

- i pabotel B Cucreme JIBO kpaiiHe He pekOMeHIyeTcsl BBIOMpaTh MEPEHOCHON
komnbtoTep (HOyTOYK). Ecnin Knmuentom BbiOpaH HOYTOYK, 3ampeniaeTcs MoJKI0YaTh HOyTOYK K
ceTsM 0o01Iero A0CcTymna B MecTax cBoboaHoro gocryna B MatepHer (MHTepHeT-Kade, rOCTUHUIIBL,
O(UCHBIE IIEHTPHI U T.11.);

- B cilyyae rnepejauu (CoucaHue, BHIOPOC, pEMOHT) CTOPOHHHMM JIMIIaM KOMIIbIOTEpa
(HoyTOYyKa), Ha KOTOpOM paHee Oblia ycranosieHa Cucrema JIbO, He06X01MMO TapaHTUPOBAHHO
yAaJUTh C HEro BCIO HH(OpPMaIHIO, HCIOJIb30BaHUE KOTOPOH TPETHbUMM JHMIIAMHU MOKET
NOTEHIMAJIBLHO HAHECTH Bpel (MHAHCOBOH AeATEeNIbHOCTH MM UMHIUKY KimeHTta, B ToM uyucie
cienpl padbotel B Cucreme J1b0O;

- UCIIOJIb30BaTh JIOMOJHUTENbHOE MPOrpaMMHOE OOEcCIeueHue, IO3BOJISIoNIee
MOBBICUTh YPOBEHb 3all[UTHl KOMIBIOTEpA — MEPCOHAIBHBIE MEXKCETEBbIE AKPAHBI, MPOrPaMMbI
MOKCKA IIMUOHCKIUX KOMIOHEHT, IPOTPaMMbl 3aLIUTHI OT «CIIaM»—PaCChUIOK U TIp.;

- BKJIFOUHTH aBTOMAaTUYECKYIO OJIOKMPOBKY AKpaHa Mocjie yXoAa YIOoJIHOMOYEHHOTO
auna ¢ pabodero Mecra.

A Colarogenne npasua Oe3onacHod padoTbl B CeTH HHTEPHeT HAa PadovyuXx
Mectax Cucremsl J1BO:

- He OTKphBaTh caiiT Cucrembl J[BO mo cceuikam (0COOCHHO OaHHEPHBIM WIIU
IIOJIyYEHHBIM Yepe3 IEKTPOHHYIO 1104TY);



- HE OTBEYaTh HA MOAO3PUTENBHBIE MTIChMA C MIPOCHOOH BBICIATH ABTOPU3AIMOHHBIE
U Ipyrue KOHPUICHIIUATbHBIC JaAHHBIE;

- Ha KOMITBIOTEpaX, UCHOIb3yeMbIX st paboTel ¢ Cucremoit [IBO, HCKIIOYHUTH
MOCEIICHNE HWHTEPHET-CAMTOB COMHHUTEIBHOIO  COJAEpPXAaHUA, 3arpy3Ky U  YCTaHOBKY
Henunensunonnoro 110 u T.1m.;

- HE YCTaHABJIMBAaTh M HE COXPAHATH IMOJO3PUTENbHBIC (aillibl, MOTy4YEeHHBIC W3
HCHA/ICKHBIX HCTOYHUKOB, CKAaYaHHBbIC C HEW3BECTHBIX WED-caliToB, mpHUCIaHHBIC 110
AJIEKTPOHHOH TOYTE, MOIyYCHHBIE B TEIEKOH(PEPEHIUIX;

- Ha KOMITBIOTEPE 3aIIPEILECHO 3aIyCKATh IPOIPaMMBI, IIOJIyYCHHBIC U3 HEHAIEKHBIX
HMCTOYHHKOB;

- ecnu KimMeHT s3KcrutyaTupyer BbIIEIEHHBIM BHICOKOCKOPOCTHOM KaHall JOCTyIa B
CeTh UHTEPHET, OTPaHUYUTh 1uana3oH IP-agpecos, ¢ koTopeix pazpeuién goctyn k Cucreme 15O
¢ ucnoas3oBanrem Kuroueit D11, 3apeructpupoBanHbix baHnkom no 3asBiieHHIO, IEPEIAHHOMY
Kanentom B baHk;

—o0pamare BHUMaHUE Ha JIOObIE M3MEHEHHsI B MPUBBIYHBIX IPOIECCaX yCTAaHOBJICHUS
coenunenus ¢ Cucremoit JIbO unu B pynkunonupoBanuu Cucremsl JJbO. [Ipun Bo3HUKHOBEHUT
JT0OBIX COMHEHHMH B NpPaBWIBHOCTH (yHKunoHupoBaHusi Cucremsl JIBO HezaMemmuTenbHO
oOpatutbcst B bank mo TenedoHy CiyxkObl TEXHHYECKOW MOAIEPKKH, YKa3aHHOMY Ha
ounmanpHOM caiite banka B cetn Matepner Www.abr.ru;

—B Cly4dae IOSBIEHHUA INpenynpexiaeHuil bpaysepa o mnepenanpasieHnn Knuenrta Ha
apyroi cailt npu noxakitoueHuu k Cucreme JIbO banka, oTioxute coBeplleHUE Oomnepanuil u
oOparturech B ciyxkO0y moanepxku banka mo TeredoHy ciykObl TEXHHYECKONW MOIICPIKKHU,
yKazaHHOMY Ha oduIraabHOM caiite banka B cetr MnTepner www.abr.ru.

] TpeboBanus k corpynankam Kanenra:

- Knuent o0s3aH Ha3HauuTh [IpHKa3oM YHNOJHOMOYEHHBIX JHUI[ MO paboTe c
Cucremoii JIBO, yTBepAUTh COOTBETCTBYIOLIME JOKHOCTHBIE MHCTPYKIIMH, UCKIFOYUTD TOCTYII
K KOMIIBIOTEpPAM HEYITOJIHOMOUYEHHBIX JIUI], HE UMEIOLUX OTHOIIEeHU K padote ¢ Cucremoii 1bO;

- npu peructpauuu B Cucreme JIBO B coorBercTBuUM ¢ pazgenoM Ommuodka!
HMcrouynuk ccblIKM He HaiijeH. Hactosmux IIpaBui, pykoBoactBoBaTbesa MHCTpykuuen mo
ycranoBke Cucrems! J[BO;

- Ka)KJ0€ YIOJIHOMOYEHHOE JIMI0, uMeroliee aocTyn kK KiroueBbIM HOCHUTENSIM,
napoJisiM U Apyroil KoH(UIEHIUAIbHOM MHPOPMALUU, JOKHO OBITh MPOMH(MOPMUPOBAHO 00
OTBETCTBEHHOCTH 3a pasiialieHre KOH(pUIeHIMaIbHON HHPOpMaIHH;

- py 00CITY’)KMBaHUU KOMITbIOTEpa YTIOJIHOMOYEHHOTO juia Kirenra, Ha KoTopoM
ucnonb3yercs Cucrema 1O, TpeTbUMH JTULIaMU — 00€CTIeYnBaTh KOHTPOJIb HaJl BHITOIHIEMbIMU
AMH JCUCTBUSIMH;

- IIPU YBOJBHEHHHM YTIOJHOMOYEHHOTO Juia, umenBmero gocryn k Kmrouy OII,
o0s3aTensHO TIponH(pOpMUpOBaTE 00 3ToM baHk B mensx OnokupoBku bankom Kiroua OI1/
Kroua PayControl;

- IIPU YBOJBHEHMM YTOJHOMOYEHHOro juna KimeHta, MMeBHIEr0o TEXHUYECKUU
noctym Kk cekpetHomy Kitouy D11/ Kimrouy PayControl, o6si3arensHo npornH(opMHpOBaTH 00 3TOM
bank B 1iensnx 6okuposku barnkom Kiroua D11/ Kitroua PayControl;

- IpU YBOJIBHEHUU YTOJHOMOYEHHOIO JIMIlA, OCYUIECTBIISBILErO OOCITYKHBAaHUE
paboueill craHuuUuU, HcHOIb3yeMod s pabotel ¢ Cucremoir [JIBO, mnpussATH Mepbl aus
o0ecreyeHns OTCYTCTBUS BPEJOHOCHBIX MPOTrPaMM Ha KOMIIbIOTEpax;

— npu Hanuuuu Cuéra B banke:

®  KOHTPOJHMPOBATH aKkTyalbHOCTH HomepoB TenedonHoB mis HampasieHus Konos
noarBepxkaeHuss/SMS-coobmennit/PUSH-coobmmenuii, a B ciIydae WX HW3MEHEHUS —
He3aMeJUIMTEIbHO WH(POPMHPOBATH O TakOoM H3MeHeHuM bank 1o ¢opme 3asBiaeHus o0
U3MEHEHUU JIaHHBIX;



o uHQOpMHUpPOBATh  YTOJHOMOYEHHBIX  JIMI[ O  HEAONYIIEHWH  CUTyalul
MEPETIOTHeHUS TaMATH MOOUITBHBIX YCTPOMCTB, YTO MOXKET SIBIISTHCS MPEMATCTBUEM JIJIs pruéma
SMS-coobmennii banka ¢ Komamu mnonreBepxkaenus/ PUSH-cooOmienuii, a Takke o
HEOOXOUMOCTH HCKIIOYUTH Tiepenady MOOWIBHOrO TelnedOoHa, KOTOPBIM HCIONB3YETCs IS
nosydeHus: SMS-coobmennii banka, TpeTbuM HIaM;

e B ciydae yTrparbl TenedoHa, Ha KoTopelid nmpuxomaT Koasl moarBepxkaenus /SMS-
coobuienns/PUSH-cooOmienus, obecreunTs HEMEAJICHHYIO OJOKMPOBKY HOMepa TenedoHa y
orepaTopa COTOBOH CBSI3H;

e uHpopmupoBaTh baHnk o cmeHe TtenedonHoro Homepa U SIM-kapTei MOOWIBHOTO
YCTPOMCTBA, HMCIONB3yeMoro s moiydeHus SMS-coobmenuit ¢ Komamu moarBepkmeHus/
PUSH-coo0mennii ot banka;

® IpH MOCTYIUICHUH Ha TeiedoH YmomHoModeHHoro ymmna SMS-coobmennii/ PUSH-
COOOILIEHNH, CBUJIETENBCTBYIONMX O MOMbITKE Bxoja B Cucremy [IbO mnu noarBep:kaeHUS
OTIPABKH JIOKYMEHTOB, KOTOPBIX JaHHOE JIMII0 HE COBEPIIANIO, HEMEIJICHHO YBEJOMUTb 00 3TOM
bank B coorBercTBUU ¢ pasnenom Ilopsmok neiictBuii mpu Komrmpomeranuu / Mogo3peHU Ha
Kommnpomerarnuto Hactosiiero [Ipunoxenus.

%} TpeooBanusi mo oOecne4yeHHI0 0€30MACHOCTH HCNOJAbL30BaHus KimenTom
MoobuabHoro ycrpoiictBa ¢ MoOuiabHbiM  npuioxkenneMm PayControl, Mo0njibHbIM
npuiaoxenueMm banka.

- MOOWJIBHOE YCTPOICTBO, IpeaHa3Haue€HHOe JUIsl ucnojib3oBaHus KimeHToM c
Mob6uneHbiM npunioxkenueM PayControl, MoOunbHbIM npuiioxkeHneM baHka, J0IKHO OBITh
nprobpereHo y opunuanbHOro mpoaaBla u ObITh cepTudunrponano mo tpedosanusm 'OCT B
COOTBETCTBUU C JICUCTBYIOUIMM 3aKOHOJATEIbCTBOM Ui HCIIOJIb30BaHUS HA TEPPUTOPUU
Poccuitckoit denepanuu;

- MoOmiIbHOE ycTpoiicTBo KimeHTa wuMeeT mnoaaepxkuBaeMyro MoOUIBHBIM
npunoxenueM PayControl nu MoOuipHBIM npuiokeHueM baHka IUIIEH3MOHHYIO BEpCHUIO
ONEPAllMOHHOW CUCTEMBI:

a) Android 5.0 u BbIIIE;

b) i0S 10.X u BoI1IIE.

- HE Hcnoib3oBaTh MobOunbHoe npunoxenue PayControl u  MobOuibHoe
npunoxeHne banka Ha MOOHIBHBIX YCTPOWCTBaxX ¢ pacumpeHHbIMHU npaBamu (Jailbreak, Root
WIM UHBIE ONlepalliu, He MOAJIepKUBaeMble 0(UIIUAIBHO IPOU3BOAUTEISIMH);

- JUIsL  ONEpallMOHHOM cucTeMbl MOOUIBHOTO yCTPOWCTBA U MPUIIOKEHUH,
yCTaHOBJIEHHBIX Ha MoOuMIbHOE yCTpoiicTBO, KilneHTOM ycTaHOBIIEHBI MaKCUMAIbHO BOZMOKHBIE
Ha TeKylee BpeMs 0OHOBJICHMUSI, pEKOMEHI0BaHHbIE TPOU3BOIUTENEM/pa3paboTUNKOM;

- MobmibHOE Tipriioxkenue PayControl camocTosiTenpHO yecTaHoBiieHO KineHnTom u3
OJTHOTO W3 aBTOPHM30BAaHHBIX MarasuHOB mnpumioxenuit (AppStore wim PlayMapker mns
I0S/Android cootBercTBeHHO). KilMeHT He MCIOIB30BaAN MEPEXO1 K YKa3aHHBIM CEpPBHCAM U HE
coBepIas ycraHoBKY MobunsHoro npuinoxenus: PayControl o ccbuike U3 Ipyrux HCTOYHHUKOB;

- ecnmu Tpu  ycraHoBke MoOunpHoro mnpuioxkeHust PayControl mnosiBHUIuCH
COO0O0IIIeHUsI 0 HEOOXOAUMOCTH YAAJIEHUS MPUIIOKEHUS/TIPUIIOKEHUHN, TIPEJCTABIAIOMINX YIpo3y
s MobunbsHoro npuioxkenust PayControl, He06X0oauMoO ynaluTh MPEACTABISIONINE YIpO3y
MPUIOKEHUE/TIPUIIOKEHNS ¢ MOOMIIBHOTO yCTpOHCTBA.

1. JUis  pazONOKUpOBKM MOOMIIBHOTO YCTPOWCTBA HCHOJIB30BaTh MaKCHUMAaJIbHO
BO3MOXKHBI M3 JOCTYIHBIX Ha JaHHOM MOOWIBHOM YCTPOMCTBE CMOCOO 3alUTHl OT
HECAaHKIIMOHUPOBAHHOTO JIOCTYMA K (PYHKIUSAM yCTpPONCTBA M XpaHAIMIMXCS Ha HEM JaHHBIM (B
MOpsIIKE YOBIBAHUS CTOMKOCTH 3aIlUTHI):

a) CPEICTBO pacoO3HaHUs pajyKHOW 000JI0YKH TJ1a3a;
b) Cpe/CTBO pacro3HaBaHus oTreyarka nanbia wid auia (TouchlD, FacelD);
C) napoJib JJIMHOIO He MeHee 6 CUMBOJIOB (BKJIIOYasi OYKBbI U ITUQPHI);

d) rpaduUecKuii Ko,



e) PIN-koz.

[Tpu ucnonp3zoBanuu naposist wim PIN-kona KimvenT 3anoMHmI UX ¥ HE COXPaHUI B TaMSITH
MoOHIIBHOTO YCTPOHCTBA.

- MOOUJIbHOE YCTPOICTBO HACTPOUTH Ha aBTOMATHUECKYIO OJIOKHPOBKY yCTpPOMCTBA
110 UCTEUYCHHUH OIPEICIEHHOrO BpeMeHHu (He OoJiee 5 (MATH) MUHYT);

- Ha MoOwibHOM yctpoiictBe moj ympasieHueM OC Android wucmombsyercs
CPEZCTBO 3aIUTHI OT BPEJOHOCHOTO KOJIa («aHTHBHPYCHOE IMIPOrPaMMHOE 0OecrieueHHe»);

— Ha MooOunsHoM ycrpoiictBe moj ympasieanem OC Android OTKIHOYHTH
BO3MOXXHOCTh YCTAHOBKH MPUJIOKEHUI U3 HEPOBEPEHHBIX HCTOYHUKOB;

- MoOmwiIbHOEe  ycTpoiictBo ¢ Kimrouamm — wHunmanusauuu — PayControl
(mampasistroTcs/nepenatorcs bankom kaxaomy YJI Knuenra: QR-kon + kox B SMS-coo0miennn)
U camocTosaTeapHO BeipaboTanubiMu Y JI Kinenta Kirouamu D11 Ha ocHoBe cpenctsa PayControl,
a Taxxe aTpuOyTHl noctymna K MoounsHOMy ycrpoiictBy (Jlorun, [lapons, rpaduyeckuii kimrod,
PIN-kox) nuxoraa He nepenaéres KinmeHToM HeyrnmoTHOMOYEHHBIM JIMIaM, BKIIIOUast pyKOBOJICTBO
OpraHu3aIiy, KOJUIET ¥ WICHOB CEMbH Y IOJTHOMOYEHHOTO JHna KimeHra u He ocTaBiseTcsl UM
0e3 MpUCMOTpa;

— MOOUJIBHOE YCTPOWCTBO, C YCTAHOBJCHHBIM MOOWIBHBIM MPUIOKEHHEM
PayControl, wmcmonp30BaTh TOJNBKO [UIS TIOCEIICHHUS CAMTOB W YCTAaHOBKM TPHIIOKEHHIA,
HEOOXOMUMBIX W JocTaTouHbX KiMeHTy [ BeOeHHs ero KOMMEpuecKoil/ycTaBHOMN
NeSITeTbHOCTH;

2. MOOUJIbHOE YCTPOMCTBO HE MOJKIIOYATh K KOMIIBIOTEpaM, 0€30MacHOCTh KOTOPBIX
KnueHT He MOXKeT rapaHTUpPOBATh, @ UMEHHO:

a) o0ecrnieueHre JOBEPEHHOW CPEeIbl;

b) OTCYTCTBHUE YIaJIEHHOTO YIIPABICHUS;

C) OTCYTCTBHE YCTAaHOBIICHHBIX/3aIMMYIIEHHBIX BPEIOHOCHBIX IPOTPaMM.

3. MOOWJIBHOE YCTPOMCTBO HEe TMoAKIouaTh K oOmectBeHHbIM WI-FI  cersm.
Oo6mectBennsie WI-FI cetn, kak mpaBuio, MIoXo 3alMIIEeHbl, UX HACTPOHKHU HEU3BECTHBI;

4. HUKOIZla U HUKOMY He coobmarth [laponps mis AyTeHTHUQHUKAIUU TpU BXOJE B

MobunsrHoe npunoxerue PayControl u MoounsHOe npuinoxenue banka;

—obecnieuntsb ucnoab3zoBanue Kmoueit PayControl B Cucreme JIBO Tonbsko YJI Knuenra
(c yCTaHOBJIEHHBIMHU IPaBAMHU MOJIUCH);

—B Clydyae BO3HUKHOBEHHsS BompocoB 1o pabore B Cucreme JAbO ¢ MoOunbHbIM
npuioxenueM PayControl nm MoOunbHbIM npuinoxeHueM banka oOpatutbess B CIIykOy
nonnepkku banka mno TenedoHy chnyKObl TEXHHMYECKOM MOJIEPKKH, YKa3aHHOMY Ha
opununansHoM caiite banka B cetu lHTepHer www.abr.ru.

%} JlonoTHUTeIbHBbIE PpeKOMEHIALNY IS BJIajleIbleB cMAPT(OHOB:

— YCTaHOBUTh Ha BameM MOOUIBHOM YCTPOWCTBE W PETyIspHO OOHOBISTH
MOOWIBHBIA ~ aHTUBUPYC  (PEKOMEHIYyeTCs  HWCIOJb30BaTh  AHTUBUPYC  POCCUHCKOTO
MIPOU3BOIUTEIISA, TAK KaK OH YYUTHIBACT PETHOHAIBHYIO ClIeIIUPUKY BpeaoHocHoro [10);

- CBOCBPEMEHHO YCTaHABJIMBATh OOHOBIICHUS JIJIs Bamrero MoOMILHOTO YCTPOMCTBA
M YCTAHOBJICHHBIX HA HEM MPUIOKEHHHA. Y CTAaHOBKY MPOU3BOJIUTH TOJIBKO M3 aBTOPU30BAHHBIX
MmarasuHoB mnpuioxenuit (AppStore wmu PlayMapker mis i0OS/Android cooTBeTcTBEHHO,
MapKEeTOB TPOU3BOJUTENEH YCTPOMCTB W T.M.). MHBIE CcMOCOOBI yCTAaHOBKU MPUIIOKEHUH U
oOHOBIIeHMI HeOe3onmacHbl. HepomycTuMa ycTaHOBKa WM OOHOBJICHHE TIPHIIOKEHUHN 110 CCBIIKE
B e-mail / SMS-cooGriennu ot umenu banka. O6partute BHUMaHue: baHk
HUKOTJ]a HE BBICHIIACT TUceM U SMS-cooO0mieHunil ¢ mpsIMBIMH CChIJIKAMH Ha YCTAHOBKY WJTH
O0OHOBJICHHE NPUJIOKECHUH;

— Opu  YCTaHOBKE Ha Bame MOOWIBHOE yCTPOWCTBO  JOIMOJHUTEIHHOTO
porpaMMHOro obecriedyeHus: oOpaliaiiTe BHUMaHUE HAa MOJHOMOYHMS, KOTOpble HEOOXOIMMBI
nporpamme. He momyckars ycTaHOBKH MTPOrpaMM, KOTOPBIM TPEOYIOTCS U3JIUITHUE TTOJTHOMOYHS,
0COOEHHO B YaCTH YTEHUS U oTrpaBku SMS-coobmmennii, noctyna k cetu IHTepHET, KiIaBuaType



u T.1. [Ipn HanMYUU TEXHUYECKOM BO3MOXKHOCTH PEKOMEHAYETCsl BKIIOYUTh Ha MOOMIbHOM
YCTPOMCTBE PEKUM YCTAHOBKHU TOJIBKO MOMMCAHHBIX MTPUIIOKEHUN C IPOBEPKON CepTH(HKATA;

- ecsin Bel 3ameTmiy, yTo Ha Banie MoOMIbHOE yCTPOMCTBO MEpPECTANN IPUXOAUTH
SMS-coobmienust, B ToM yuciie nepectany npuxoautsh Koasl moarsepxkaenus/ PUSH-coobmenus
ot banka, Heo0X0IMMO MIPEKPATUTh UCTOIb30BaHKe MoOUIBLHOTO yeTpoiicTBa. B 1anHOM ciyyae
BO3MOXXHO MOUICHHHYECTBO C 3apaKeHHeM Bamero MOOMIBHOTO YCTPOHCTBA BHUPYCOM,
nepexBaThiBarouM SMS-cooOmienus. /[ nmpoBepku pekoMeHayeM ycTaHoBUTh SIM-kapty B
Jpyroe MOOUIBLHOE yCTPOMCTBO, mpoBecTu omepanuio B Cucreme /IbO u moxnaThest mpuxonaa
Koma mnonrBepxnaenus/ PUSH-cooOmenus. Tak ke 0 3apaKeHHHM BHPYCOM  MOXET
CBHUJICTEJILCTBOBATh MOJO3pUTENIbHAs paboTa yCTPOWCTBA (CaMOINPOW3BOJIBHBIE 3BOHKH U
paccbuiku  SMS-cooOiieHuii, HeCaHKIIMOHUPOBAaHHAsI 3arpy3ka M YCTaHOBKAa MPOTPaMMHOIO
oOecrieuenus). B ciaydae BbIsIBICHUS NTaHHBIX (PAKTOB PEKOMEHIYEM OOpaTUTHCS 3a MOMOIIBIO B
Ci1yk0y TEXHUYECKOU MOJJICPKKU MPOU3BOaUTENs Bamero MoOMIbHOTO ycTpolCTBa.

4] Hopsinok neiicruii npu Komnpomeranuu / nono3penuu Ha Komnpomeraunio

- KnueHty B mensix uHpopMHpoBaHUS baHka O HAcTylieHMH COOBITHS
Kommnpomeraruu unm nopospenus: o Kommnpomeranuu B feHb BbisiBneHus dakta KomnpomeTauum/
nogo3peHust o KomnpomeTtauuu HeoGxoauMMO OMOBECTHTH 00 3ToM baHk mo Tenmedony ciry:xObI
texHuueckoi nmoanepxkku Cucremsl J[bO, ykazannomy Ha odunmansHOM caiite banka B cetu
WuTteprer www.abr.ru B paznene «Bxon B atepuer-banky» (okHo Bxoaa B Cucremy J1BO).

YcTHOe obOpatienue no tenedoHy ciayk0bl TexHuueckor nogaepxku Cucremsl JIbO o
BpeMEHHOW  OJIOKMpOBKE ckommpomerupoBanHoro Kmrouwa OII  (VHOIL, VYKD3II) /
pHOCTaHOBIIEHUU ucnoiab3oBanusi CucrteMbl J[BO A0MKHO OBITH MOATBEPHKIECHO MHUCHMEHHBIM
3asBnenueM o kommpomertanuu (IIpunoxenne Ne 11 k [IpaBunam), popma KOTOpOro pazmMenieHa
Ha ounmansHOM caiite banka (Www.abr.ru). [Tonates 3asenexve o komnpomeTauuy B BaHk MOXHO
cnocobamu, onpepenéHHbiMu noan. Owwmbka! UcTouyHMK ccbinku He HawmpgeH. [Mpaesun, nmubo Ha
OymakHOM Hocutene, noanucanHelM [IpencraBurenem KimeHnrta u 3aBepeHHBIM IedaThio (MpU
HaJIMYUM) TI0 MECTY HaxoxAeHUs otaeneHus banka, nmubo mo Cucreme J1bO (mpu Hanuuuu y
Knuenra HeckomnpomerupoBanHbix Kiroueit O11) B popmare SCUJ «IIucemom.

- [Tpu unpopmupoBanuu banka 1o TenedoHy ciayKObl TEXHUYECKOW MOIIEPKKU
Cucremsl [1BO:

o [TpencraButens Kimenra (3asButrens) coobmaer HauMeHoBaHue KimeHra
(Bmanmensiia Cuéra), ceon ®UO u nomkHOCTH, a Takke PO U 70MKHOCTh YTTOTHOMOYEHHOTO
muna KnuenTa, B OTHOIIEHUH KOTOPOT'O BBISBIEHBI COOBITHS KoMmpomeTanuu Wiy moao3peHus
Ha KoMrpomeranuto;

. bank 1o ¢akry oOpamenuss npexacraBurens — Knuenrta  (3asBUTENS)
HE3aMEJUINTEIbHO:

- o0ecreyrBaeT BPEMEHHYIO OJOKHPOBKY ckommpomerupoBaHHoro Kirowa OII1
(YHOII, YKOII) VJI Knuenta B Cucreme JIBO. Bpemennas OioxkupoBka Kiroua PayControl/
Yerpoiicta moarBepkaenust YJI Kiuenra He ocymiectisiercs. Y aanenue Kiroua PayControl/
VYerpoiictBa noarsepxkaeHus YJI Kimumenra B Cucreme JBO mpu oOpamienun mno TtenedoHy
OCYIIECTBIISIETCS MOCJIE MOJyUYEHUs MOATBEPKIACHUS 10 Teae(POHY MOATBEPKACHUS IKCTPEHHON
6nmoxuposku Kiroueit D11

- o0ecrieunBaeT coBeplleHHe TeaeGoHHOro 3BoHKa KimeHTy Ha Homep TenedoHa
MOATBEPXKIECHUS IKCTpeHHOW OnokupoBku Kiroueir DII. Mudopmamnus o HoMepe TenedoHa
NOATBEepkIeHUs dKcTpeHHoU OnokupoBku Kuroueit D11 ykaswsiBaercst Knmuenrom B 3asBieHuu B
LEJSIX TOJTy4eHUs! TOATBEpKAeHUs PakTa KomnpomeTauuu/ nono3pennst Ha KomnpomeTauuio.

o bank B ciyuae, ecnu no ¢akty Tene@oHHOro 3BoHka KimeHTy moarBepkaeHue
HeoOxomuMocTn  OnmokupoBku Kitowa DOI1/  ynmanenms Kimrowa PayControl/  YerpoiictBa
noaTeepkaeHus YJI He mosrydeHo:

- cHUMaeT BpeMeHHyIo OsokupoBky Kimoua D11 (YHOII, YKOIII), ycranoBieHHYIO
no ¢axkTy BXoIsIIero TteneOHHOro 3BOHKA 3asBUTeNs, He ymaimser Kurou PayControl/


http://www.abr.ru/

VYerpoiictBo moarepxkaeHus. Muasie aeiicteus B Cucteme /IBO B cimyyae HeooxomumocTu bank
COBEpLIAET Ha OCHOBAaHUU MpeocTaBieHHOro KimenToM 3asiBieHns 0 KOMIIPOMETALUU.

B cnyuae ne mpenocraBnenus Knuentom B bank Homepa TenedoHa MOATBEPKACHUS
sKcTpeHHOU OnokupoBku Kiroueit DOII, OmokupoBka ckommpomerupoBanHoro Kirowa OII,
ynanenne Kiroua PayControl/ Ycrpoiictea moarsepxkaenuss YJI Kimenta Ha OCHOBaHHH
BXOJs1ero teaedonHoro 380aKa Kimenra He oCyIecTBIIseTcs..

- [To dpaxty nonyuenus ot Knuenra unpopmanuu o Komrpomeranuu mwid B cirydae
BeIsiBNieHHsT bankoM (akra Kommpomeranuu/ mo0bix mopo3penuit Ha Kommpomeranuio (mpu
Hamuuuu y banka wuHdopmanmm o coObITHsX, oTHocsaumxca k Komnpomeranuu), bank
He3aMeIUTENBHO OJOKUpyeT ckoMmpomerupoBanHbiii Kimrou OI1, ynanser Kirou PayControl/
VYerpoiictBo noareepxkaeHust YJI Knuenta B Cucteme JIbO, npekpamaet npuémM U UCIIOJHEHUE
/1, noanucanHbIx ckoMnpomerupoBanHbiM Kitrouom D11/ Kitrowom PayControl.

- B nensx momyuenus HoBoro Ilapoms, KmroueBoro nocutens (USB-Token),
YcerpoticTBa moaTBepxkacHUs KimeHT mu00 3ampammuBaeT ux B 3asBICHUU O KOMIIPOMETAIIMH B
MOMEHT yBeioMmieHus banka o Hactyminenuu ciydas Kommpomeranuu, mu6o momaér B bank
3asBneHre 00 M3MEHEHUM [AHHBIX B TOpsnke, onpeaenéHHoM moxan. Ommoka! McrouHuk
CCHLIKHU He HaiineH. [IpaBu.

- ['eneparuio HoBbix Kimroueit DI1/ Kiroueir PayControl Kiment ocyiectBisier B
COOTBETCTBUU ¢ pazjaesioM Omuodka! UcTouHMK CChUIKU He HaiiaeH. [IpaBui.

He BHOCHTH wuCHpaBieHHs, W3MEHEHHUS WM JONOJHEHHS B CHEIHAIM3UPOBAHHOE
porpaMMHOE OO€eCIleYeHUEe W TEXHUYECKYI0 JTOKYMEHTAIMIO, MpeIOoCTaBiIeHHbIe baHkoM 1o
Horosopy IBO, He mepenaBaTth UX TPETbUM JIMLAM, a TAKKE€ HE MEpeJaBaTh TPETbUM JIMIIAM
KiroueBbie HocuTenu, Y cTpoiicTBa MOATBEPKACHUS, CBeIeHUs 110 GpopmaraM D]] U TEXHOJIOTUH
ux 006pabotku Knuentom u bankowm, a Takxke mpoudne cBeeHus, oTHocsmuecs k JJoroopy 1BO.



