1.2.

1.3.

IIpunoxenue
Kk [IpaBuiam BbIITycKa U 00CITy>KHBaHUS
6ankoBckux kKapT AO «Ab «POCCHSI»

MPABWJIA MOJIb30BAHUSA KAPTOM

TpebGoBanusi 1o cobOmoeHUI0 Mep 0Oe3omacHOCTH, conepkamuxcs B IIpaBumax
nosb3oBaHus Kaproil, ABisAIOTCA 00s13aTENbHBIMU M HalpaBiIeHbl HAa NPEJOTBpALICHHE
BO3HUKHOBEHHUs (MHAHCOBBIX MmoTeph y Jlepxkatens KapTel B pesysnbTare cOBepIICHUS
IIPOTUBOIIPABHBIX JEUCTBUM C Ucnonb3oBaHnueM Kaprtel. B ciyudae nHapymenuii KiimeHrom
[IpaBun monp30BaHusl KapToul, Hampumep, npu pasriamenuu [IMH-konma, PexBusutos
Kaptel, nepconanbHbix naHHbIX Kimenra, a Ttakxke B citydae yrparsl Kaptel, Kapra
CTAHOBUTCA HMCTOYHHUKOM IOBBIIIEHHOTO pHUCKA HECAaHKIUOHUPOBAHHOIO CIMCAHUS
JIeHexkHbIX cpeAacTB ¢ Kaprounoro cuera Knumenta. B pesynbraTte Hapymenus IlpaBui
nosib30Banus Kaproii, HenmpaBoMepHO Mojy4yeHHble cBeeHus o PexkBusutax Kaprel Moryr
OBITh MCNOJIb30BaHbl MOLLIEHHUKAMU JJIsi COBEPIICHUsI HECAaHKIMOHUPOBaHHBIX KineHnTom
ONEepaLMii, 111 U3TOTOBJICHUS MOJAEIIbHBIX KAPT, YACTUYHO WUJIU MMOJTHOCTHIO UMUTHPYIOIINX
NOJIJIMHHBIE, CJIEACTBUEM YETO SIBISIFOTCS (pMHAHCOBbIE noTepu KinuenTa.

OO0uue npaBuJia 6€30MACHOCTH

[Tpu nonyuenun HoBo#l KapThl KiueHT 06s3aH pocTaBUTh CBOIO MOJNKMCH HA 0OOPOTHOM
cropone KapTel Ha mmoyioce Jijis moanucH (3a uckiroueHneM Kaptei-Opacnera, [InaTesxxHoro
CTHKEpa).

Knuenr o6s3an xpanute B cekpere [IMH-kox (mepcoHasnbHBIM MAEHTH()HUKALMOHHBIHN
Homep) u PexBusutsl Kaptel (Homep Kaptsl, cpok aeiictusi, Ko npoBepku, ykazaHHBIN Ha
o0opotHoii cTtopone Kaptel, 1100 npenocraBiennslii Knuenty B Cucreme «MHTepHeT-
bank» npu opopmnenun Bupryansnoit Kaptsl / Hudposoii KapTsl 1ubo npegocraBieHHbIe
Knuenty B I[IMH-kouBepTe npu Beigaue Kaprei-Opaciera 6o HOMEp U CPOK JAEHCTBUS,
pa3MenieHHble Ha BTOpoi (0oJiblIeil) YacTH MIaCTUKOBOW KapThl, K KOTOPOH MPUKPEIUIEH
[TnarexHplii cTukep, U mpenocrasieHHbl B Cucreme «MHTepHeT-bank» Kox nposepku
st [lnaTe)xxHoro cTukepa), OJHOPA30BblE MaposiM, HampasiseMmble bankom Ha Homep
MoOwiIbHOrO TenedoHa / B MoOunbHOe npuiioskeHre KiueHta B 1ensx JT0NOTHUTEIbHOM
UACHTU(DUKAIIMY IPU COBEPILIEHUH ONlepaluii ¢ ucnoiab3oBaHueM PekBusutos KapTsl B ceTu
Nurepuer. KnuenT Hukorna He qomxkeH coodmars [IMH-kox TpeThbum nuiam, B TOM 4UCIIe
POJICTBEHHUKAM, 3HAKOMBIM, COTPYIHHUKAM OaHKOB, KACCHUPaM M JIMIIaM, [IOMOTAlOLIUM eMY
B ucnosb3oBanuu Kaptel. 3anpemaercs 3anuceiBath [IMH-kon Ha Kaprte m xpaHuts ero
psnom ¢ Kaproii. 3anpemniaercs 3anuceiBats [IMH-kox B mamste MoOubHOTO TenedoHa 6e3
ero mu@poBaHUs WIM 0€3 YCTAaHOBJIEHHS COOTBETCTBYIOIIEH OJIOKMPOBKU TenedoHa.
Hecobnmtonenne ganHoro nmpasuia NIpUBOAMT K TOMY, uTo 1o Kapre, moxuIiieHHoii BMecTe ¢
teneoHoM, conepxkaiumM ceenenus o [IMH-koxe, MolIeHHUKY MOTYYaroT MOTHBIN TOCTYI
K JIEHE)KHBIM cpeacTtBaM KineHra.

Ilepenaua KapTbl a1 MCNoOnb30BaHMsI TPETHUM JIMIIAM, B TOM YHCJE POJCTBEHHUKAM
sBigercs HapyuenueM [IpaBuit nosnb3oBanus kaptoid. Eciu Heo6Xoaumo, A7 J0BEPEHHbIX
mun KnnenTa Mmosxet Ob1Th BeinyiieHa JlononnutensHast Kapra. Mcnons3oBats Kapty nmeer
MpaBo TOJBKO JIMLO, WM KOToporo Yyka3aHo Ha Kapre (3a wuckioueHueM
Heamb6occupoBannoit Kaprtel, Kaprei-Opacnera u Ilnatesxxnoro crukepa, uMs ¥ (hamMHUIUsI
Jiep>KaTelis Ha KOTOPBIX HE YKa3bIBAKOTCS).

[Tpu nHaknenBanuu [Inarexuoro ctukepa Ha MoOUIBHOE YCTPOMCTBO MM MHOM HOCHUTEINb
HEO0XOIMMO yUUTHIBATh CIIEIYIOINE PEKOMEHIALNN!



1.4.

1.5.

1.6.

1.7.

— pa3meniatb Ha MOOMIBHOM YCTPOMCTBE WIIM IPYTOM HOCUTENE TOIbKO oauH [lnarexxHbIii
CTHKED.

— nepen HakieuBaHueM IlnarexHoro cTukepa Ha HOCHUTEIb CIEIYET OYUCTUTh U
00€3KUPUTh MMOBEPXHOCTb, JAaTh BBICOXHYTh, IOCJIE YEro OCYILECTBUTH INPHUKIEHKY,
YTOOBI YIYUIIUTh Ka4€CTBO /I €3UU.

— mpukiienBaTh [lmaTexHbIl CTUKEp MOXXHO Ha CaMyl0 HI)KHIOIO YacTb OOOPOTHOM
CTOpPOHBI MOOUIIBHOTO YCTPOMCTBA WJIU CIIpaBa OT KaMepbl, €CIIM XBaTaeT MECTa.

— IIpU HAJIMYMHU 4Yexiia Uit MoOuiibHOro ycrpoiictBa pasmenars [lnaTtexHplil cTukep Ha
4eX0Jl, a HE [10J1 HETO.

3ampenaercss MpeJOCTaBIATh ITOCTOPOHHUM JIMLAM CBEJIEHHS O CBOMX IEPCOHAIBHBIX

nanubix, PexBusutax Kapter u (wnn) [TMH-kxoxe, oqHOpa30BBIX MapoiiX B OTBETaX Ha

AJIEKTPOHHBIE THCbMa, SMS-COOOIIEHMSI WM 3BOHKH, B KOTOpBIX OT HMMeHM banka

IpeJlaraeTcsl MpeloCTaBUTh TakKue JaHHble. B cilyuae COMHEHMH, 4TO 3BOHOK WU

cooOuieHne UcxXoIaT u3 baHka, cielyeT caMOCTOATENbHO IEPEe3BOHUTH MO TelIe(oHy,

yKazaHHoMy Ha o6opote Kaptel B Equnyto ciyx0y noaaepKKu KJIMEHTOB.

B cnygae moctymiieHusI MOIIEHHUYECKUX SMS-cooOmmeHui/Push-yBenomnenuii / paccpuiku

[0 3JIEKTPOHHOMN IMOuTe / COOOIIEHUI B COLMAIIBHBIX CETAX / MecCeHKepax / UHTEpPHET-

CepBHCaXxX WU 3BOHKA/JTMYHOTO OOPAIICHUsI TPETHUX JIHII, B TOM YHCIIE TMPEJACTABUBIINXCS

pabotHukamu banka (Hampumep, chnykObl 0€30MaCHOCTH, CIYKObl TEXHHYECKON

HNOJICP)KKH | T.I1.), TOOYXIAIONINX HE3aMeIUTEIbHO MpoBecTH neiictBus ¢ Kaproit /

MoOuIBHBIM TpUIIOKEHUEM (Hampumep, 1o pa3zosokupoBke KapTel, oTMeHe mepeBoja

JCHEeXKHBIX CPEJICTB U T.II.) IMyTeM coo0meHus KoHpuaeHnnanpuoil nadopmarnuu (ITHH-

ko, PexBuzutel Kaptsr),

Knuenty 3anpemaercs:

— MpPeIOCTaBIAThH 3alpalIMBAEMYI0 HH(OPMAIIHIO;

— MpOBOAUTH JrOObIe AelcTBusi/onepaunu ¢ Kaproil mo MHCTPYKLHUSAM, IMOTYyYEHHBIM
yYKa3aHHBIMH CIIOCO0aMu;

— YCTaHaABJIMBaTh NMPWIOKCHUs, porpaMmbl yraneHHoro jgocryna (AnyDesk, AirDroid,
AirMore, TeamViewer u np.) 0 HHCTPYKIUSIM, TOJYYCHHBIM YKa3aHHBIM CIIOCOOOM.

— BKJIIOYATh TPAHCIIALHUIO SKpaHa B MECCEH]Kepax Mo MPoch0e 3BOHSIIUX TPEThUX JIULL;

— MpPeJOCTaBIATh TPETHUM JIMIAM JIOCTYI K JTUYHOMY KaOMHETy Ha caiite DenepanbHOI
rocyIapCTBEHHOW MH(POPMAIMOHHON cuCTeMbl «EIHWHBIN MOpTan rocydapCTBEHHBIX U
MYHUIUNATBHBIX yeayr (QyHKImiA)» (Www.gosuslugi.ru) B cetu MHTEpHET.

Knuenty crnenyer He3aMeUIUTENBHO:

— TIpepBaTh OOIIEHUE C MOIICHHUKaMH (3aBEpUIMTh TeIePOHHBIN pa3roBop, HE OTBEYaTh
Ha SMS-coobmienus/Push-yBeqomaenus/e-mail-pacceiiky / cooOmeHsT B COIHATBHBIX
ceTsAX / MecCeHKepax / MHTEPHET-CEpPBHUCaAX);

— yBeAOMHUTh baHK o ciryunBLIEMCS.

CrnenyeT OCyHIECTBIIATH NEPEBOIbI JECHEXKHBIX CPEACTB IO PEKBU3UTAM, IOJYYEHHBIM

TOJIBKO M3 U3BECTHBIX UCTOYHUKOB. He mepeBoauTh NeHEXHbIE CPEACTBA 110 PEKBU3UTAM,

MOJIyYEHHBIM B SMS-COOOIICHUAX/ COOOIICHUSIX MO AJIEKTPOHHOM MouTe / COOOUIEHUSIX B

COLMAJIBHBIX CETSX/ MECCEeHKepax / MpU 3BOHKE /MIPU JIMYHOM OOILIEHUU OT HE3HAKOMBIX

aunl. B ciydasx mocTymuieHHs sms-COOOIIeHUI/ COOOIIEHH MO JJIEKTPOHHON mouTe /

COOOIICHNH B COIMATIBHBIX CETAX / MECCEHIKepaxX OT POACTBEHHHKOB/3HAKOMBIX/ApY3eH ¢

IPOCHOOH MEePEeBECTH JIEHEKHbBIE CPEJICTBA PEKOMEHIYETCS IIepe]l COBEPIIEHUEM OTepaliu

0 TEPEBOJY JCHEKHBIX CPEACTB YOSTUTHCS B TMUYHOCTH OTIIPABUTENS COOOIIEHUS (B TOM

YcJIe TyTEM COBEPILIEHMSI 3BOHKA) B LIEJSIX UCKIIIOUEHNS MOLIEHHUYECKUX IeHCTBUH.

B nensax unHpopManmoHHOrO B3auMoJecTBUS ¢ baHKOM cienyeT HCIojb30BaTh TOJIBKO

PEKBU3HUTHI CPEICTB CBS3M (MOOWMJIBHBIX M CTAallMOHAPHBIX Tele(OoHOB, (HaKCOB,

UHTEPAKTHUBHBIX MHTEPHET-CAWTOB, OOBIYHON M 3JIEKTPOHHOW MOYTHI U Mp.), YKa3aHHBIX B
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JIOKYMEHTaX, MOJYyYEeHHBIX HemocpeAcTBeHHO B banke, nmbo pasmemeHHbix Ha Caiite
banka.
Knuent o6s3an mpoBepste Brimucky mo KaprounoMmy cueTy, B KOTOPOH YKa3bIBarOTCS
olepalyy 3a OTYETHBIA IEpUOJ, HE PeXxe OJHOro pa3a B Mecil. B ciyuae oOHapyxeHus
MOJO3PUTENBHBIX MIJIM HEM3BECTHBIX omnepanuii KimmeHT 00s13aH HEMeUIeHHO COO0IUTh 00
sTtoM B bank. bank Taxke npenocrasiser KianMeHTy BO3MOKHOCTb ONEPATUBHO IOJYYUTH
uHpOpMaLKo 00 OCTaTKe NEHEXKHBIX CPEJCTB Ha cBoeM KaprouHom cuere, a Takxke 00
ornepauusx, copepuieHHbIX 10 KaprouHoMy cuery, myrem oOpaienus B Enunyro ciyx0y
HNOJEPIKKU KIIMEHTOB.
JUis nonosHUTENbHON 0€30IacHOCTH U HEe3aMEeUIMTENIBHOrO MoslydyeHust MHopMauu o6
ornepanusx, COBEpUIEHHbIX ¢ wucnoiap3oBaHueM Kaprtel (PexBuszuroB Kapter), bank
IIPEIOCTABIIAET BO3MOKHOCTD U HACTOSATENBHO PeKOMeHAyeT KIMeHTy MoAKIr0YaTh yciuyry
ABR-INFO.
bank npepocraBisier KiMeHTy BO3MOXHOCTh M IPAaBO YCTAaHOBUTh HHAMBHyaJIbHbIE
3HA4YEHUs JIMMUTOB 0€30IIaCHOCTH Ha MPOBEJEHUE olepanuil ¢ ucrnonb3oBanueMm Kapt no
ero 3asBieHuto Kinuenra npu auuHom obpaienuu B bank, B Cucteme «utepuer-bank»
(mpu nonxmroueHun Kimmenra k Cucreme) winu npu oOpamieHun B Enunyro ciyxOy
NOJEPKKHU KJIMEHTOB 10 OJJHOMY M3 HOMEpoB Tesie(hoHOB, yka3aHHbIX Ha Caiite baHnka.
Nudopmanus o pasmepe M BHUIAX yCTaHABIMBaeMbIX baHKOM JIUMHTOB 0Oe30macHOCTH
pa3meniaercs Ha oduimanbHoM caiite banka B cetn MHTepHeT mo aapecy Www.abr.ru.
VYcranosienne KIMEHTOM  MOBBIIEHHBIX HMHIWMBUIYalIbHBIX 3HAYCHUM JIMMHUTOB
0€301IaCHOCTH HECeT TOBBIIICHHBIM pHUCK (UHAHCOBBIX TOTeph Kimenra B ciydae
HECaHKLMOHMPOBAHHOI'O HCIIOJIb30BaHMs KapTbl IOCTOPOHHMMHM JIMIIAMH M HMHBIX
MOILIEHHUYECKUX Ollepalui.
B cnyuae yrpatet Kaptel u (unm) I[IMH-konma, Komnpomeramuu Kaptel, a Takxke
ucnosnb3oBanust Kaprtel/PexsusuroB Kapter 6e3 cormacust Kimenrta, KimeHt o00s13aH
HEe3aMeUINTEIbHO YBEIOMUTH 00 3TOM baHK 0/IHUM U3 CIIEyIOINX CIOCOOO0B:
— 110 HOMepaM TeJaepOHOB, YKa3aHHBIM Ha 00paTHOM cTropoHe KapThl, B TOM uuncie:

+7 495 7211001 (kpyraoCyToO4HO);
— 110 OJTHOMY U3 HOMepOB TenehoHoB EquHol ciryk0bl NOAAEpKKN KIMEHTOB, YKa3aHHBIX

Ha Caiite banka:

8 800 1001111 (kpyrmiocyTodHo);
8 812 3358500 (kpyriaocyTouHo);

— IIpH JUYHOM oOparieHuu B baHk.
Heob6xomumo Bcerma umerh npu cebe KoHTakTHble Tenedonsl banka. Jlo mMomeHnTta
oOpamienus B bank KimeHT HeceT puck, CBsI3aHHBIN C HECAHKIIMOHUPOBAHHBIM CITUCAaHUEM
JEHEeXKHBIX cpencTB ¢ KaprouHoro cuera.
B ciydae coBepiieHust IpOTUBONPABHBIX AelCTBUI NpoTuB KiMeHTa ¢ 1enbro 3aBiageHus
Kapron, IIMH-komom, PexBusznramm Kaptel, KiumeHTy cienyer He3aMeIIUTENBHO
00paTUTHCs B OJIMKAWIIMIA OTJEIT TOJIULINH.
KnueHt 00s13aH BHUMATEIbHO OTHOCUTHCA K YCIOBUSAM XpaHEHHs U UCIIOb30BaHus KapTsl,
IpeoTBpallaTh MEXaHUYECKOe, TeMIIepaTypHOE U AJIEKTPOMArHUTHOE BO3JEHCTBHE Ha
Kapry, nzberats nomnaganus Ha Hee Biard. 3ampemniaercs XpaHuth KapTy (3a uckiroueHuem
Kaptsi-O6pacnera u IlnatexxHoro crukepa) psiioM ¢ MOOMJIBHBIM Tene(OHOM, OBITOBOM U
O(pUCHON TEXHUKOU.
bank nMmeeT mpaBo MPUOCTAHOBUTH WIIM MOJIHOCTBIO NMPEKPATUTh JeiicTBre KapTel B ciiyuae
BO3HUKHOBeHUs noao3penuil B Komnpomeranuu Kaptel, BocctaHOBUTH nelicTBue KapTel
IIPY YCTPAaHEHUHU INPUYHMH NPUOCTAHOBKU €€ JCHCTBHS, a TAKXKE YBEIOMHUTb KineHTa B
TedeHue | (0HOro) JHS ¢ MOMEHTA IPUOCTAHOBJIEHUS (IpeKpalieHus ) AelictBus KapTsl o
uHHnMaTuBe baHka oHUM M3 cIenyromuUX CocO00B:
— IyTeéM YyBEIOMJIEHHs IO JII00oMy HOMepy TenedoHa, mpenocraBieHHOMY KineHtom

banky;
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— IIyTeM HalpaBleHHst SMS-coobuienus no Homepy mobunbsHoro Tenedona;

— IIyTeM HalpaBJeHHs YBEIOMIICHUS MO apecy dJIEKTPOHHON MOYTHI, IPEIOCTaBICHHOMY
Kimenrom banky;

— IIyTeM HaIpaBJICHHs MMCbMEHHOTO YBEIOMIICHHS 3aKa3HBIM IIHCbMOM;

— yBegomieHHeM, HampaBieHHbIM 1o Cucreme «MHTepHeT-baHk» (MPU MOAKIIOYCHUN
Kimenrta k Cucreme).

B nensix mpenorBpaiieHus BOSHUKHOBEHUs (PUHAHCOBBIX MOTeph y KimenTa npu Habope

HepepHoro IIMH-koma Ttpu pasza mnonpsn aeiictBue KapTel mnpuocTaHaBIMBaeTCS

(6nokupyercst). PazbnmokupoBate Kapry Jlepkarenb MOXKET OIHHM U3  CIEAYIONINX

CIoco00B:

— no HomepaMm TenedoHoB EnuHON ciyxkObl MOANEPKKH KIUEHTOB, YKa3aHHBIX Ha
ounmansHoM caiite banka B cetu MHTEpHET 10 agpecy Www.abr.ru;

- o0patuBLINCH B Jt000€e mojapasaenenue banka.

IIpaBusa 6e3omacHocTH Npu coBepiieHun onepaunii ¢ Kaproii B 6ankomare

Jlo coBepiieHus onepanuu cienyer oOpaTuTh BHUMaHUE HAa BHEHIHUN BUJA OaHKOMATa.
3ampemnaercsi COBEpIIATh ONEpalMd IHpU OOHAPYKEHHH JIOOBIX BHEIIHHX IPHU3HAKOB
HEHCIIPAaBHOCTH OaHKOMaTa MM OOHApyKEHUH PSJIOM C HUM WIM Ha HEM HOCTOPOHHUX
YCTPOMCTB, HAKJIAJHBIX IIaHEJNEW, WHOPOAHBIX IPEAMETOB B (HAa) KAapTONPUEMHHUKE,
KJaBuatype OaHKOMAara, OTBEpCTHMM [Uld Bblaud HauWyHbIX. llpm oOHapyxeHuun
MIOCTOPOHHUX YCTPOMCTB M MPEIMETOB clieayeT cooOmmTh 00 3ToM B bank mo Tenedony,
yKa3aHHOMY Ha 0aHKOMATe, U BOCIIOJIb30BaThCs JPYTrUM OaHKOMATOM.

Ecnn Kapra He BcTtaBisiercss B OaHKOMAT, 3alpellaeTcsl MPUMEHSTh (PU3HUECKYI0 CHUIY
yTOOBI BcTaBUTH KapTy, ciieyer Bo3aepKaThCsl OT UCIOJIb30BaHUs TaKOTO OaHKOMaTa.

He cnenyer ncnonb3oBath ycTpoiicTBa, koTopsie TpeOyroT BBoa [IMH-koxa anst noctyna B
MOMEILEHUe, T/e pacrnoyiokeH OaHkomar. CleqyeT HCMNONb30BaThb OaHKOMATHI,
YCTAHOBJICHHbIE B 0€30MacHBIX MecTax (HampuMep, B TOCYAAPCTBEHHBIX YUPEKACHUSIX,
NoJipa3/ieNieHusIX OAHKOB, KPYMHBIX TOPTOBBIX KOMILJIEKCaX, TOCTUHHUIAX, adpOINOpTax U
T.11.). Cneqyer u3beraTb UCMOIB30BaHU 0AHKOMATOB B IJIOXO OCBELIECHHBIX U O€3JII0THBIX
MecTax.

B cnyuae ecniu 6ankomat paboTaeT HEKOPPEKTHO (HAmpuMep, A0JIroe BpeMsi HAXOAUTCS B
peKUME OXKHJaHUsS, CAMONPOM3BOJBHO IEpe3arpykaercs), CleAyeT OTKa3aTbCsi OT
MCIIOJIb30BaHUs TAKOr0 OaHKOMAaTa, OTMEHUTH TEKYILYIO OINepaliio, HaXaB Ha KJIaBUaType
KHONIKY «Ommena», 1 okAaTrbcs Bo3Bpara KapTsl.

He nomyckaiite mpuCyTCTBHS CTOPOHHMX JIUI IIPU MPOBEAEHUHU onepaund. [Ipu Hammuumn
YCTAHOBJICHHBIX HAa OaHKOMAaTe CHEIHMaTIbHBIX 3€pKajl HAOMIOJACHUsI BOCHOIb3YHTECh UMH
JUISL CHW)KEHMSI pPHCKAa HECAaHKIIMOHUPOBAHHOTO HAONIO/IEHUs TPEThUMHU JIMIAMHU 34
npoBesneHueM Bamu omnepanuu. Crnenyer yOeaUThCS B TOM, YTO JIIOJIU, CTOSIIHE PSIOM C
Bamu, He nmeroT Bo3mokHOCTH yBUAeTh [IMH-koa nim cymmy cHUMaeMbIX Halnu4HbIX. [Ipu
Habope [IMH-koma Ha OaHkOMaTax, He OOOPYIOBAaHHBIX 3aKPBIBAIOLIEH KJIaBHATYPY
3AIIATHON IITOPKOM, IPUKPBIBANTE KIABUATYPY PYKOM.

ITpu coBepiiennu onepannii ¢ Kaproii 3ampeniaercst pykoBOACTBOBATLCS COBETAMH TPETbUX
mun. B cimydae BO3HUKHOBEHHS KakMX-THOO MpoOjeM Mpu COBEPUICHHH OINEpaluu
(HanmpuMmep, 6aHkomar He Bo3Bpamaer Kapry) ciieayer He3aMemIUTeNbHO OOpaTHThCS B
bank mo HoMmepam TenegoHoB EnuHON cayxObl HOIAEPKKHA KIHMEHTOB, OOBSICHUTH
00CTOATENILCTBA MMPOU3OILIEAIIETO U CIIE0BATh HHCTPYKIUAM paboTHHKa banka.

Ecnu 6ankomar croporHero 6anka He Bo3Bpamaet Kaprty, to Knuenry cienyer:

— 1o TenedoHy, ykazaHHOMY Ha OaHKOMaTe, 0OpaTUThCS B OaHK — Blajelner] OaHKoMara u
BBISICHUTH CPOKH U TIOPSIIOK Bo3BpaTa KapTsr;

— mo Tenedony EnuHol cmyxObl MOANEpKKH KIMEHTOB 3a0i0kupoBaTth KapTy, Tak Kak
Kapra, Haxonsinasics He Ha pykax ee JlepxaTens, He T0JKHA OBITh AaKTHBHOM.
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[Ipy npoBeneHHM omnepaluu HE CcleAyeT OTXOAMTh OT OaHkomara. Bo3zBpaméHHyro
O6ankomarom Kapty ciaenyeTr Heme e HHO yOpaTh B CyMKY (KOILIEIeK, KapMaH ), T0J1y4eHHbIE
HaJINYHbIE JECHEXHbIE CPEJCTBA IepecunuTaTh MOJIMCTHO, YOpaTh UX, JAOXKIAThCA BbIJAuu
KBUTAHLIUU IIPU €€ 3aIIpOCce, U TOJIBKO MIOCIIE 3TOr0 OTXOIUTh OT OAHKOMATa.

He npoBoaute neiictBuii B GaHKOMaTax MO MHCTPYKIHSM, MOJYYEHHBIM IO TeledoHY.
Bcerna yrounsiiTe mosydeHHYr0 MH(OpMAaIUIO TOJBKO MO TesnedOoHaM, yKa3aHHBIM Ha
obopotHoii ctopoHe KapTel mnm mo TenedoHy CIHy)Obl TEXHHMYECKOW MOIECPIKKH,
yka3zaHHomy Ha Caiite banka.

Crnenmyer coxpaHsATh pacreyaTaHHble OaHKOMATOM KBHUTAHIIMH Ul MOCIEIYIOIIEH CBEpKU
YKa3aHHBIX B HUX cyMM ¢ Beinuckoi no Kaprounomy cuery.

IIpaBuia Ge3onacHOCTH NPU cOBepLIeHNH onepanuii ¢ KapToii B TOProBo-cepBUCHBIX
NpeanpusiTASIX

Knuent o00s3aH TpeOoBaTh mnpoBeneHus omnepauuii ¢ ero Kaprtolh TOnbko B CBOEM
HOPUCYTCTBUH. DTO HEOOXOJUMO B LENIAX CHIKEHHMsSI PUCKAa HENPaBOMEPHOIO NOJIY4YEHUs
IIEPCOHANIBHBIX JIaHHBIX, YKa3aHHbIX Ha Kapre, u PekBusuros Kaprsl.

[Tpu ucnonszoBanuu KapThl 17151 Om1aThl TOBAPOB U YCIYT KACCUP MOXKET OTPEOOBATh OT
Hepxarens Kaprtel nognucats yek u (wim) BBectu [IMH-kox, mpenbsBUTH JOKYMEHT,
ynoctosepstonuii muuHocTh. [Ipu Habope [IMH-koxa cnenyer mpukpbiBaTh KJIaBHATYpPY
pykoil. [lepen noanucanuem yeka cienyer o0s3aTelIbHO IPOBEPUTH CYMMY, YKa3aHHYIO Ha
YeKe, a IpH MOJIydeHHu SMS-coobmieHus/Push-yBenomnenus, uH(OPMHUPYIOIIETO O
COBEpPILEHHOM Omepaliy, IPOBEPUTh CyMMY (akTHuecKoro cnucanus ¢ Kaprounoro cuéra.
He ucnons3yiite Kapty B opranuzanusx TOproBild U YCIIYT, €CJIM TOProBasi TOUKa U (M)
ee IIepCOHAll He BBI3BIBAIOT Y Bac nosepus.

B ciydae eciu ipu NOIBITKE cOBEpLIEHMSI onepaliuu ¢ KapToil umena MecTo «HeyCIelHas»
omepanys, CIeIyeT COXPaHATh BBIIAHHBIA TEPMUHAJIOM Y€K, CBUACTEIBCTBYIOIIHMM O
HEYCIICIIHOM 3aBEPLIECHUHN ONIEPALUH, JJIs TIOCIEAYIOIIEH TPOBEPKU OTCYTCTBUS YKa3aHHOU
onepauuu B Bemmucke no Kaprounomy cuery.

B 3aBucHMOCTH OT TeXHOJIOTMM OIUIaTel U HacTpoek POS-tepmuHaia TOpProBo TOYKU
ornepanuu O€3HATMYHOM OIUIaThl TOBApOB M YCIYr C MCIOJb30BAaHUEM KapTbl MOTYT
npoBouThesa 0e3 moareepkaeHus (6e3 Beoaa [TMH-kona u 0e3 mpocTaBieHUs MOAMUCH
Hepxatens KapTbl B JOKYMEHTE, COCTaBIEHHOM IPHU COBEPLICHUM ONEpalii) B paMKax
yCTAHOBJICHHbIX baHkoM 3HadeHuit aMMHUTOB Oe3omacHOCTH. KiHMEHTOM MOTyT OBbITH
YCTaHOBJIEHbl HWHAMBUAyaJIbHbIE 3HAYEHMs] JIMMUTOB O€30MaCHOCTH Ha IPOBEJIEHUE
YKa3aHHBIX OIl€palvi, IPX TOM IIPH YCTAHOBJICHUH NIOBBIIICHHBIX 3HaUeHU KineHT Hecet
MOBBIIICHHBIH  PUCK  (UMHAHCOBBIX TOTEPh B  Cllydae HECAHKIHMOHUPOBAHHOTO
uCnoabp30BaHus KapTel NOCTOPOHHMMM JMIAMHU, B CIy4ae HHBIX MOLIEHHHYECKHUX
onepanuii. B nenax npenoTBpaiiieH!s BOSHUKHOBEHUS (PMHAHCOBBIX oTeph y Kiuenta npu
NpoBeIeHUN onepanuii 6e3 moaTBepxkaeHus bank pexkomenayer KimeHTy ycTaHOBHUTH
MHAUBHUAYaJIbHbIE 3HAUE€HUS JUMHUTOB O€30MaCHOCTH C HYJIEBbIMH 3HAUECHUSMHU.

IIpu coBepiieHMM oOlNepalM CHATHS HAJIMUYHBIX JEHEXKHBIX cpeAcTB B POS-repmunane
OJIHOBPEMEHHO C olepanueil Oe3HaIMYHON OIUIaThl TOBAPOB M YCIIYT C HMCIOJIb30BaHHEM
Kaptsl TpeGyercs o [IMH-kona.

IIpaBusa 6e3onacHocTH IpH coBepiieHun onepanuii no Kaprounomy cuery 4epes cerb
HNurepuer

[Ipu coBepuiennn onepannii mo KaprounoMmy cuety uepe3 cetb IHTEpHET CyIIECTBYET PUCK
MOJyYeHUs] MOIIEHHUKAMH TEpPCOHANbHBIX NaHHBbIX KimeHTa (B TOM dwMCiIe Mapojei,
PexBusutoB Kapter u Kaprounoro cuera), B TOM yucie:

— IyTE€M PACCBUIKU DJIEKTPOHHBIX MHUCEM M COOOIIEHUH OT MMEHU OAaHKOB, MOMYJISIPHBIX
OpenmoB, pasnuunbix cepsucoB (Rambler, Mail.ru) win BHYTpH COIMANBHBIX CETEH ¢
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TpeOOBaHNEM BBECTH JIMOO MOATBEPAUTH CBOM NIEPCOHATIBHBIE JaHHBIE [10]] Pa3IMYHBIMU
IIpeAJIOramMu;

— C [OMOIIBIO0 CHEUUAIBHBIX BPEAOHOCHBIX MPOrpaMM (BUPYCOB), KOTOPBIE IO3BOJISIOT
MOJYYHUTb JOCTYI KO BCel MH(OpMAIiK, BBOAUMOW B KOMITBIOTED.

C nenbro CHUKEHUS TaKUX PUCKOB 3aIIPEIAeTCs:

— CcIeloBaTh MO CChUIKaM, YKa3aHHBIM B MOJOOHBIX 3JIEKTPOHHBIX MUChMaX M COOOIICHHSIX
(Brutouas ccbuiky Ha Caiit banka), Tak Kak OHM MOTYT BECTH Ha CallThl-IBOMHUKH;

— coobmars [TMH-kox uepes cetb UnTepHET;

— coo0mark cBOM MepcoHanbHbIe AaHHbIe Win nHpopmanuto o Kapre (Kaprounowm cuere)
yepe3 ceThb MHTepHeT, Hampumep, mapoiu JOCTyna K pecypcam banka, KpeIuTHbIE
JUMUTBI, UICTOPHIO OIEepallnii, IEPCOHANIbHBIEC TAHHBIE;

— COBepIIaTh ONEpaIiH C Yy)KOro KOMITBIOTEpa.

Kinuent o00s3aH yCTaHOBUTh Ha CBOM KOMIIBIOTEp aHTUBUPYCHOE MPOrPAMMHOE

ofOecrieueHre M PEryJsipHO MPOU3BOJAUTH €ro OOHOBIEHHE U OOHOBIIEHHE JPYTUX

UCIIOJIb3YEMBIX TMPOTPAMMHBIX MPOAYKTOB (OMEPAIMOHHOM CHUCTEMBl W MPHUKIIATHBIX

porpamm).

KimeHT 0053aH HACTPOWTH ONEPAIMOHHYIO CHCTEMY Ha CBOEM KOMIIBIOTEPE TaK, Y4TOOBI

o0OecreunBaiUCh OCHOBHBIE IpaBHUiia OE30MACHOCTH PabOThl B CETH M COOJIIOAIHCH

pexomenanuu banka 1o 0€30macHOMY COBEPIICHHIO OIepanuii ¢ 0AaHKOBCKOH KapTOW,
pa3menieHubie Ha Caiite baHka.

C uenpr0 MUHMMH3ALIUHA PUCKOB, CBSI3aHHBIX C MPOBEICHUEM HEITPABOMEPHBIX OIEpaIuii o

Kaprounomy cuety, mis coBepiieHusi onepauuii B cetu MuTeprner bank mpemocrasiseT

BO3MOKHOCTh ¥ HACTOSITEIbBHO PEKOMEHTYET:

— 1ubo ucnons3zoBath KapTy ¢ oraenbHbiM KapTOuHBIM CHETOM, OTKPBITYIO TOJIBKO JJIS
COBEPILIEHHUs onepanuii B cetn MIHTepHeT, 1 He pa3Memars Ha TakoM KapTouHowm cuere
JICHE)KHBIE CPEJICTBA B CYMME, 3HAYMTEJIBHO MPEBBIIAIONIEH CyMMY NpEANoaaracMou
OIEepaLNH;

— 1ub6o odopmuts ononuurtensuyto Kapty k cBoemy KaprouHomy cueTy U ycTaHOBUTh
no Takoi Kapre mHauMBHIyanbHble 3HAUYE€HUS JMMUTOB OE30MACHOCTH Ha MpPOBEJEHHE
onepanui.

Jns coBepiieHus onepanuii yepe3 Murepuer KineHT 00s13aH 1Mosib30BaThCs 3aIMIIIEHHOM

Bepcueit nmporokona HTTP Gpaysepa. bykBa «s» mociie «http» B cTpoke WHTEpHET-aapeca

o3HauaeT, yTo Bam Opay3ep paboTaer B 0€30mMacHOM peXHMe, MPU 3TOM HCIOJIb3YyeTCs

nporokos SSL, 4To mpenoTBpamiaeT nepexBar HHQOpMalMM, NepeaaHHoll Bamu 1o

kaHanam MHtepHeTa.

[Ipu ocymectnenun onepanuii KiineHt 00s13aH nmosib3oBatbes IHTEpHET cailTaMu TOJIBKO

M3BECTHBIX U IIPOBEPEHHBIX OpraHU3alyil TOPTOBIH U yCIIYT.

Knuentr o6s3aH yOeauThCs B NpaBWIBHOCTU ajpeca WHTepHET caifta, K KOTOpOMY

MOJIKJIIOYAETCS] M Ha KOTOPOM COOMpAeTcs COBEPIINTh ONepaluy, TaK Kak MOX0XKHe ajipeca

(1o0aByieHBl JOMOMHUTEIbHBIE OYKBBI M CHUMBOJBI B aapec MHTepHer caiita) moryt

WCITOJIB30BAThCA JIJIS1 OCYLIECTBICHUS HETPAaBOMEPHBIX JACHCTBUM.

Ilepen coBepumiennem onepanuu KnnenT o0s3aH y3HaTh Oosbiie uH(pOpMAMH 00

WNHTepHeT-marasuHe:

— MpOYUTATh OMYyONWKOBAaHHBIE HA caliTe MpaBwia paboTel ¢ MHDOpPMalKEld TUIHOTO
xapaktepa. OOpaTuTh BHHUMaHWE Ha Mephl oOecredeHuss VHTepHET-Mara3uHOM
nH(POPMAIMOHHOM 0€30MacHOCTH;

— yOeautbest B TOM, 4yTO VIHTepHET-Mara3uH HUCHOJIb3YET MOATBEPKAEHHBINA CepTUPUKAT
st obecriedeHus: uHMOpMAIMOHHOW Oe3ormacHocTH. JKenatenbHO TOATBEPKICHUE
CepTI/I(bI/IKaTa MNOMJIMHHOCTU OAHHUM H3 BCCMHUPHBIX NOBCPCHHBIX CepTI/I(bI/IKaI_II/IOHHBIX
areHTCTB, Hanpumep, http://www.verisign.com/ uiu http://www.globalsign.com/;
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— yOemutbcss B Hamuuuu y  MHTepHer-marasunHa — (pakThdyeckoro aapeca |
3apETUCTPUPOBAHHOTO FOPUAMYECKOTO JIMLA, STH JAHHBIE JTOJDKHBI OBITH yKa3aHbl Ha
caiire;

— O3HAKOMHUTBCS C YCJIIOBUSIMHU IIOCTaBKM TOBapa U IPaBUIIAMM €r0 BO3BpaTa, IPaBUIIaMU
MIPEOCTABIICHUS YCIIYTH, B TOM YHCJIE O TOTOJIHUTEIBHBIX COOpax;

— TpOBEPUTH, €CTh JIM Ha caiite HTepHeT-Mara3uHa Gopym, I1ie MOCETUTEN OCTABISIOT
0T3bIBbl. O3HAKOMUTBCSI C OT3BIBAMM O MAara3uHe Ha MHBIX caiTax cetu MHTepHeT.

He crnenmyer cienoBarh TO CCBUIKaM, YKa3aHHBIM B COOOIIEHUSX (SMS-COOOIIECHUSX,

JIEKTPOHHBIX COOOIIEHUAX, MUCbMAaX M IIp.), MOJIYYEHHBIX OT HE3HAKOMBIX JIUL, JUIS

COBEpILEHHS OIEpallMy OIUIaThl HAa calTax OOBSIBICHUH, B COLMAIBHBIX CETSIX UM WHBIX

caiitax cetu MIHTepHET, MECCEHIKEPAX, IPUIOKEHUX U TIP.

Knuent 06s3an coxpaHaTh KOHPHIECHIMATHLHOCTh CBOETO MapoJIs U NEPUOIUIECKU MEHSTh

€ro. 3anpeaercs COXpaHaTh B CUCTEME MapoJId U COOOIIATh CBOU IapOJI, UCIOIb3yeMble

Uil BXoja Ha calt lHTepHeT-mara3uHa, TPETbUM JIMLAM. baHK pEKOMEHAYyeT He

UCIOJIb30BaTh IPOCTO BBIYHMCISEMbIE Napoiu (HampUMep, JaTa PpOXKACHUSA, HoMepa

TenedoHa), a TAK)Ke MCIOJIb30BaTh OJMHAKOBBIN Napoib st HTepHeT-MarasuHoB, CBOEH

IIOYTHI U APYTUX CUCTEM.

B umemsx mnosblmeHus 0€30MaCHOCTH TNPOBOAMMBIX B ceTH VHTepHeT omepanuil c

HCIIOJIb30BAHUEM PEKBU3HUTOB KapT ILIATEXKHOW cucTemsl «Mup», baHkom npumensiercs

texHosorust Mir Accept (3D-Secure). Mcnonb3oBaHue NaHHOM TEXHOJOTHHM IO3BOJISET

banky ocCymecTBIsATh JOMOJHUTENbHYIO wuIeHTH(uKanuioo Kiuenra mnocpencTBoM
npoBepku BBoAUMOro KimMeHTOM OJHOpa30BOro mapoiid, MOCTYMArOIIEro B BUAE SMS-
cooOIIeHusT Ha 3aperucTpupoBanHbiii B banke Homep moOuibpHOrO Tenmedona Kiouenra /

Push-yBenomienusi, npu coBepiieHuu orepanud. banku, oOcmyxuBaronme MHTepHET-

Mara3uHbl W TOJJepkuBaromue TexHomoruro Mir Accept (3D-Secure), xkak mpaBuio,

pasmemiaroT Ha cBoeM caite sorotun MirAccept. Ecnu Texnonoruss 3D-Secure He

noJJep>KuBaeTcsl OaHKoOM, 00cyKkuBaloIUM MHTepHeT-Mara3uH, onepanus MpoBOAUTCS B

OOBIYHOM pexkuMme Oe3 BBOJa JOMOJHUTENBbHOro mapois. Ilo oTaenbHBIM omeparnusm,

onpeaeneHHbIM bankom u AO «HCIIK» B pamkax npumensiemoi TexHosoruun Mir Accept

HEPUCKOBAHHBIMU, BaHKOM MOryT He HampaBisATbCS OJHOpa3oBble naponu Ha Homepa

MOOUIIBHBIX TenehoHoB KineHTos.

IIpu coBepmenuun omnepauuu uyepe3 MurepHer KimeHT o00s3aH BHUMATENbHO YHTaTh

coolIlleHne C OJHOpPa30BbBIM MapojeM, HampaBieHHoe bankoMm. Ilepen BBoIOM

oJtHOpa3oBoro naposst KinueHt o6s13aH yOeaAuThes, 4TO CyMMa U HAMMEHOBAaHUE Mara3uHa B

SMS-COOOIIEHNHA COBIIAAIOT C CyMMOfI Oorepanyyd W Ha3BAaHWCM MarasvHa, rac Knuent

COBEPILIAET ONEPALMIO.

[Ipu coBepmiennu onepannii uepes3 MIHTEpHET HE cenyeT OTKa3bIBaThCs OT Yeka. Mara3uH

00s13aH BbIIaTh Yek KimeHTy. DIeKTpOHHBIN YeK MpHpaBHUBAETCS K OyMaXHOMY, UMEET

IOPUJINYECKYI0 CHIIy UM SBJISIETCS ITOJHOLEHHBIM JOKYMEHTOM, IOJATBEPKIAIOIIUM

COBEPILECHUE OllEpaLUu.

IMoayuenne/cmena [IMH-kona u akruBanust Kaprel B Cucreme «AuTepuer-bank»

Knuent wmoxer mnonyuuts I[IMH-xom mo HoBoit (HeaktuBHOHM) Kapre B Cucreme

«utepHer-bank» 1 MoOUIbLHOM IPUIIOKEHUU ITyTEM:

— caMmocrostenbHoro  ycraHosieHuss [IMH-koma ¢ ucnonb3oBanueM — pyHKUIMK
«Ycranosuts [IMH-k01 caMOCTOSATEBHOY.
Hogrrit TIMH-xox moimkeH coctaBisaTh dto0Obie yeThipe mudpsl. [Ipu cozmanuu [TMH-
KoJa ciemyeT u30eraTh MPOCTHIX KoMOWHamwmii umcen (Hampumep, «0000», «1234y,
«5555»). TIMH-kom He HMOMKEH CcOoAep)KaTh BO3PACTAIONIYI0 WM YOBIBAIOUTYIO
MIOCJIE0BATENbHOCT uMcen (Hampumep, «1234», «4321»). He pexomennyercs
rcnoJib3oBath B kauectBe [IMH-koma naty poxaeHusl.
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— reHepauuu ciydaidHbIx udp Cucremoit «HTepHET-baHK» ¢ HCTIONB30BaHUEM (DYHKITHH
«IIpounssonbusiii [IMH-k01».

[Tomyuenue [TMH-koma Heodbxoaumo nmoareepauTs [1211 Kinenra.

Hogas (neaktuBnas) Kapra aBTomatnuecku aktuBupyercs npu nonydenuu [IMH-kona, 3a

uckiouenrneM HesmboccupoBannoit Kapter (B Tom umcie Kapter COI'A3) / Kaptsi-

Opacrnera / [1naTexxHOTO CTUKEPA, aKTHBALKSA KOTOPBIX HE TpeOyeTcsl.

[Tocne momyuyenus [IMH-kona o Kapre (3a uckmouenueM [{udporoit kaptel) Kiouenrty

HE00X0IMMO akTUBUpOBaTh noiydeHHslid [IMH-koa, coBepmuB onepanuio B OaHKOMAaTe

banka / croponnero 6anka (Harpumep, 3anpoc 6ananca mo Kapre).

Knuent taxxe moxer aktuBupoBath Kapty 6e3 ycranosnenust I1IMH-kona, ucnonb3ys

OTJIENbHYIO (DYHKIUIO «AKTUBUPOBATH KaPTY».

B rteuenue cpoka nercteus Kaprtel KimeHTy npenocraBisieTcssi BO3MOXKHOCTb CMEHMTH

[IMH-kon x pnedictByromein Kapre ¢ wucnonb3zoBanueM Cucrembl «HHTepHET-bBank»

crocoboM W B mopsike, npexycMorperHbiMu 1.1, 5.1 — 5.2, 5.4 TlpaBun nons3oBaHus

kaptoi. Kapra nmomxHa OBITh aKTHBHA, TO €CTh HE 3a0JOKHpOBaHa, €€ JACHCTBHE HE

IIPUOCTAHOBIICHO.

B3umaHne KOMHCCHOHHOTO BO3HArpa)IeHWs 3a OKa3aHHWE YCIYT'H IOJy4eHHUs/CMEHBI

[MMH-koxa B Cucteme «MuTepuer-banky ycranapnusaercs Tapudamu.

IMoayuenne IIMH-kona ¢ ucnosn3osanuem Cucremsl IVR n akruBanus Kaprsi

[Ipu orcyrcrBum Bo3moxxkHocTu nonyyenus [ IMH-kona nocpencrsom Cucremsl « HTEpHET-
Bbank» (HeT gocTyna B MHTEpHET, ycTapeBiias MOAes MOOMIbHOTO TenedoHa u ap.) Kiuent
MoXeT o0paTuThes B Equnyto ciayxOy nogaepxku kiaunenTos it nonydenus [IMH-kona.
[Tpu obpamennn Knuenta/Jlepkarensi (3BOHOK PEKOMEHIYEeTCS OCYIICCTBIISATh HA TPETHM
paboumil neHp mocne nosyueHus: HoBo Kaptel, oOs3arensHo ¢ Homepa mMoOMiIbHOTO
TenedoHa, KoTopblil ObL1 ykazaH Knuenrom B 3asgBiieHun) B Enunyio ciayx0y noanepxku
KJIMEHTOB ITPOBOJIUTCS €r0 UACHTU(DHUKAIMS MO CIEIYIOUIUM JaHHbBIM:

— nocnennue 4 uudpst Kaprer u ®UO Jlepxatens;

— HOMep MOOWJIBHOTO TenedoHa, yka3aHHbIH B 3asBICHHUH;

— KOJOBOE CJIOBO;

— JIaHHBIE JJOKYMEHTA, YA0CTOBepsAroIero JuuHocTh Kinenra/Jlepxarens.

[Tocne wpentudukanuu ocymectsiasercs nepesox B Cucremy IVR, B kortopoii
MOCPEJICTBOM T'OJIOCOBBIX MH(POPMAIMOHHBIX cooOmieHu# npenoctasisercs [IMH-kox.

B cnywae eciu npu  BBome  3ampammBaembix  Cuctemoit  IVR  nmaHHBIX
Knuentom//Iepkarenem Obuta gomymieHa omuOka, Cuctema IVR mpemnmaraer BBecTu
JTaHHBIE e1ie pa3 (He 6ojee ABYX MOBTOPHBIX 3aIIPOCOB).

[Tocne nmonyuyenust [IMH-kona Knuenty//lepxkarento Heooxoaumo akTuBupoBath Kapty u
nony4yennslii [IMH-kox, coBepmuB omnepanuio B OGankomate banka / cropoHHero 6aHka
(manmpumep, 3ampoc 6amanca mo Kapre), 3a uckmouennem HeamboccupoBannoii Kapter (B
toM uncie Kaprer COI'A3) / Kaptei-OpacneTa, akTUBAIMIO KOTOPOU ocymecTBisieT bank
nocne Beigaun Jlepxarento, u L{ludpoBoit kapThl.

B Teuenue cpoxka neiicteus Kaptel Knuenrty//lepsxatento npenoctapisieTcss BOSMOXKHOCTb
noBTopHO nosyuuth [TMH-kon k neiictByromeit Kapre ¢ ucnons3oBanuem Cucremsl [VR
(Kapra pomxnHa OBITH aKTHBHA, TO €CTh He 3a0JOKMpOBaHa, €€ JEHCTBHE He
IIPUOCTAaHOBIIEHO). B3uMaHHEe KOMHMCCHOHHOTO BO3HArpaKIEHHUsS 3a OKa3aHHWE JaHHOU
ycnyru ycranasiauBaercs Tapudamu.

IMpaBuiaa Ge3onacHocTH Npu ucnoab3osanuu Mir Pay, Tokena

Hepxarenp  00sd3aH  coOdrofaTh  ClIeQylolIMe MpaBWwia Mo  Oe30MacHOCTH |

KOH(puAeHIIMAIBHOCTH TIpH padoTe ¢ Mir Pay/Tokenom:

— MCKIIIOYMTH Iepefady TPeTbUM JHMLaM MOOUIBHOTO yCTPOHCTBA, B MaMATH KOTOPOTO
XpaHsTcs qanHbie ToKeHa, a Takxke napoist joctyna k Mir Pay;
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— B ciuy4yae yTpaTbl MOOWJIBHBIX YCTPOWCTB, B HaMsTH KOTOPBIX COXPAaHEHBI JaHHBIC
TokenoB, a Takke B ciaydasx Kommpomeranun TokeHa He3aMeIIUTENbHO
unpopmupoBatrh bank no Tenedhonam kpyriocyrouHoi EauHol ciykObl mOIIep KU
KIIMEHTOB C 1ENbl0 OMIOKMPOBKM TOKeHa M MpeAOTBpAICHUS HECAHKIIMOHHUPOBAHHOTO
MIPOBEICHUS OTIEpalIHii;

— i BXxoaa B Mir Pay He WCmojb30BaTh BHEIIHHE CCBHUIKA C IPYTHX PECYpCOB, BXOJ
OCYIIECTBISICTCS TOJNBKO uepe3 MKOHKY Mir Pay, ycraHoBieHHoro Ha MoOWJIBHOM
YCTPOMCTBE;

— He coo0IIaTh TPETbUM JHIIAM, Aake pabotHukam banka, csou maponu, Kox nposepku,
KomoBeie cioBa, a Taxke OmHOpa3oBble KOABI, IOCTymamounme Ha MoOuisHOe
YCTPOMCTBO;

— u3berath Ha cBOeM MOOWJIBHOM yCTPOMCTBE HACTPOECK THIMA «root» U «jailbreak» mmm
MHOTO B3JI0Ma ONEPAlMOHHON CUCTEMBI;

— HCIOJIb30BaTh TOJIbKO oduimanbubie Bepcun Mir Pay, pasmeniennbie B Penoszutopun
Google Play;

— ycTaHaBiaMBaTh Ha MOOHIBHOE YCTPOHCTBO M HMCIOJb30BaTh aKTyalbHyI0 Bepcuio Mir
Pay;

— obecrevrnBaTh COOTBETCTBYIOIINI YpOBEHb Oe30macHOCTH Ha MOOMIBHOM YCTPOWCTBE,
HCIOJIb3YSl aHTUBUPYCHOE MPOrpaMMHOE o0ecrieueHre (Ipyu HaJIU4uuu Ui JaHHOTO TUIla
MoOuIBHOTO YCTPOMCTBA), a TAKXKE PETYISIPHO MPOBOAUTH €T0 OOHOBJICHHE;

— npu cmeHe Homepa MmobunsHOro Tenedona oopatuthes B baHk;

— HE MepexOUTh MO CChUIKAM, HaMpaBiiseMbIM Ha MOOMIBHOE yCTPOHCTBO, HA KOTOPOM
ycranoBiieHo Mir Pay;

— TIPOBEPSITH PEKBU3UTHI Omepaiuii B SMS-coobmenusx/Push-yBegomnenusx ot banka,

— HE OCTaBJISITh MOOUIIbHOE YCTPOUCTBO 0€3 MPUCMOTPA;

— 00€ecTeunTh COOTBETCTBYIOIIUN YpOBEHb 0€30macHOCTH Ha MOOWIBHOM YCTPOMCTBE,
UCMOJb3ysl CpeICTBa ayTEeHTH(HKAIMU, BCTpOCHHble B MOOMIBHOE YCTpOMCTBO U
IpeiiaraéMble MpoBaiIepoOM COTOBOM CBSI3U;

— IPOBOJAUTH MPOBEPKY MOOMIIBHOTO YCTpOICTBa Ha MPEAMET OTCYTCTBUS PETUCTpPALUU
CPEICTB ayTeHTU(UKALUY TPETHUX JIUIL;

— He pasriamarh TPEThUM JIIaM COOCTBEHHbIE Cpe/ICTBA ayTeHTUPHUKAMK Ha MoOuiIbHOM
YCTPOMICTBE, ABJISIOMUECS KOH(UACHIMAIbHOW HHPOpMaLneH;

— YAaJIUTh BCE JIMYHBIE JaHHBbIE, (uHaHCOBYIO MH(popManuio U TokeHbl ¢ MoOUIBHOTO
YCTpOMCTBa, UCIOIB30BAHUE KOTOPOTO MPEKPAILIEHO, WK IPU HEOOXOAUMOCTH Nepe1aun
YCTPOMCTBA B OpPraHU3aLUI0, OCYILECTBIISIIOILIYI0 PEMOHT;

— oOpatuThcss B KpyriiocyTouHylo  Enunyto  ciayxOy  MOAIEpX KM  KIHMEHTOB
HE3aMe/UINTEIbHO, B CiIy4ae TOJO3pPeHMH Ha 1000€ HECaHKIHOHHUPOBAHHOE
UCMOJb30BaHHE MOOWIBHOTO YCTPOWCTBA WJIM Pa3MEIIEHHOTO B  IUIATEKHOM
npuiokeHnn TokeHa, a Takke B ciay4yae yTpatbl MOOHIIBHOTO YCTPONCTBA;

— He OJoKHpoBaTh JIt0Oble (QYHKUIMK OE30MacHOCTH, MPEeTyCMOTPEeHHbIe Ha MOOUIBHBIX
YCTPOMCTBAX B LEJNAX 3alIUTHl TOKEHa;

— ucnonb3oBate Mir Pay, moakimrodasich TOJIBKO K TPOBEPEHHBIM HCTOYHHUKAM CETH
Wureprer, He ucnons3oBath Mir Pay npu moIkIr0ueHnd K OECIIPOBOIHBIM CETSIM 00IIEeTo
JoCTyma.

Hepxarens 00s3aH co0II01aTh IPpaBMiIa O€30MACHOCTH TIPH O€3HATUYHON OIJIaTe TOBAPOB

U YCIIYT C UCTIIOJIb30BaHueM ToKkeHa, ycTaHOBJIICHHbIE B pa3zene 3 HacToaumx [IpaBui.



