IIpunoxenue
k [IpaBuiaM BelycKa U 00CITy>)KUBaHUS
6ankoBckux kapT AO «Ab «POCCHSI»

IPABWUJIA ITOJIb30BAHUA KAPTOM

TpeboBanus o cobuoaeHn0 Mep 0e30MacHOCTH, coaepxkamuxcs B [IpaBuiax moip30BaHus
Kaproii, sBistoTcs 00s3aTeNbHBIMM W HampaBlieHbl Ha MPEJOTBpAIlleHHE BO3HUKHOBEHUS
¢dbunancoBbIx noteps y [epskatens KapTel B pe3ynbrare coBepleHHs IPOTUBOIIPABHBIX IEUCTBUH C
ucnionb3zoBanueM Kaptel. B cioydae napymenuin Kiumentom IIpaBuil 1mosib30BaHUsL KapTOW,
Hanpumep, nipu pazrnamenun [IMH-kona, PexBuzutoB KapTel, nepcoHanbHbix naHHbBIX KiveHTa, a
Takke B ciaydae yrparel Kaprtel, Kapra cTaHOBUTCSI HMCTOUYHHMKOM IOBBIIIEHHOTO pHUCKa
HECaHKI[MOHMPOBAHHOI'O CIIMCAaHUA JEHEXHBIX cpeAcTB ¢ Kaprounoro cueta Knuenrta. B pesynbrare
Hapyuenusa [IpaBun nonp3oBanuss KapToi, HENpaBOMEPHO IMOJIYyYECHHBIE CBEAEHUsS O PexBH3MTax
KapTel MOryT OBITH HCIONB30BaHbl MOIIEHHUKAMH JJIsi COBEPIICHUS HECAHKIIMOHUPOBAHHBIX
KnuentoMm omnepanuii, sl M3rOTOBJIEHUS MOJAEIBHBIX KapT, YacTUYHO WM IIOJHOCTBIO
UMUTHPYIONINX MOJTMHHBIE, CJIEICTBUEM Yero SBISIFOTCS (uHaHCOBbIE noTepu KinuenTa.

1. O6mme npaBuJia 6e30MACHOCTH

1.1. IIpu nonyuyenun HoBoW Kaprel KimeHT 00s3aH NpocTaBUTHh CBOK MOJNUCH Ha
obopoTHOii ctopoHe Kaptel Ha monoce nans moamucu (3a wuckimoueHueM KapTei-Opaciera,
[TnaTexHOTO CTHKEPA).

1.2. Knuent o0s3an xpanuth B cekpere [IMH-kon (mepcoHanbHbIi MACHTH(PUKAIIMOHHBIN
Homep) u PexBusutel Kaprtel (Homep Kaptel, cpox naeiictBusi, Koxa mpoBepku, yka3aHHBIH Ha
obopotHoii ctopoHe KapTsl, mubo npenocrasiennslii Knuenty B Cucteme «MHTepHeT-baHk» npu
opopmiienun Bupryanpuoit Kapter/Lludposoii Kapte/Kapter «CBOwu» nubo mpemocTaBieHHbBIE
Kmuenty B IIMH-konBepre npu Bblgadue Kaprtei-Opaciera nub60 HOMEp U CpPOK JI€HCTBHS,
pa3MelieHHble Ha BTOpoil (Oosbliei) 4YacTH IUTACTUKOBOM KapThl, K KOTOPOM HPUKpEIJICH
[Tnarexuslii ctukep, U mnpenocrasineHHbli B Cucteme «MHrtepHer-bank» Kopn mposepku mis
[TnarexHoro crukepa), OAHOpa3OBbIE MapoiM, HampasiseMmble bankom Ha Homep moOmibHOrO
tesnepoHa / B MoOmiibHOe npuioxkeHue KimeHTta B HensX JOMOJHUTEIbHON HIeHTH(DUKALUU TpU
COBEPIIECHNH ollepannii ¢ ucnosibzoBanueM Pexusutos Kaptel B cetn HTepHET. KineHT He nomkeH
BBOAUTH PexBn3nuThl KapThl Ha HE3HAKOMBIX U MOJO3PUTEIBHBIX CaliTaX U MpUIIOKEHUsAX. KiueHnr
HUKOr1a He AoJkeH coodmats [IMH-koa TpeTbum nuiiaM, B TOM 4Kciie poICTBEHHUKAM, 3HAKOMBIM,
COTpYAHHMKaM OaHKOB, KaccupaM U JHMIIaM, IIOMOTAIOIMM €My B HCIOJb30BaHNH KapTsl
3anpemaercs 3anuceiBath [IMH-kon Ha Kapre m xpanute ero psanom c¢ Kaproit. 3anpemaercs
samuceiBaTh [IMH-kon B mamsate MoOunmpHOTO TeiedoHa Oe3 ero mudppoBaHus WM 0e3
YCTaHOBJICHUSI COOTBETCTBYIOIIEH ONOKkUpoBKU TenedoHa. HecobOmioneHne mpaHHOTO TpaBUiia
OPUBOAUT K TOMY, 4yTo 1o Kapre, moxuiieHHOI BMecTe ¢ TeneoHOM, CoJlepKalluM CBEACHUS O
[TMH-xo01€, MOIIEHHHUKH MOJTYYArOT MOJTHBIN JOCTYI K A€HEXHBIM cpeacTBam KineHra.

1.3. Tlepemaua KapTel /Ui MCTIONB30BaHUSI TPETHUM JIMIIAM, B TOM YHCIIE POJICTBEHHHKAM
sBnsieTcs HapymeHnueM IlpaBun monbp3oBaHus kKapToil. Ecnu HeoOXoauMo, At TOBEpEHHBIX JIMIL
Knuenra moxxer ObITh BhImymieHa [lomomuurtensHas Kapra. McmonwszoBate Kapty mmeer mpaBo
TOJIBKO JIMIIO0, UMsI KOTOporo yka3aHo Ha Kapre (3a uckiouenneM HesmboccupoBanHoit Kaprtsl,
Kaptsi-O6pacnera u [InaTexxHoro crukepa, uMs U (haMuius aepxaTeiis Ha KOTOPhIX HE YKa3bIBAIOTCS).

[Tpu nakneuBanuu Ilnarexxnoro crukepa Ha MoOWIBHOE YCTPOHCTBO MM MHOM HOCHTENb
HEOOXOIUMO YUUTHIBATh CIAEAYIOUINE PEKOMEHAAINHN:

— pa3memiath Ha MOOUIILHOM yCTPOMCTBE WU APYTOM HOCUTEJIE TOJIBKO ofuH [lnaTexxHbIii
CTHKED;

— nepen HakienBaHMeM [InaTe)xHOro cTUKepa Ha HOCHUTENb CIEAYyeT OYHMCTUTh H
00€3)KUPUTh TOBEPXHOCThb, JaTh BBICOXHYTb, IOCJIE€ 4YEro OCYIIECTBUTHh MPUKIEHKY, 4YTOObI
YIYy4IIUTh KA4ECTBO a/Ir€3UH;




— mpukienBarhb [aTexHbIl CTUKEP MOKHO Ha CaMyIO HIDKHIOIO 4acTh 0OOPOTHOM CTOPOHBI
Mo06unpHOrO yCcTpoiicTBa WK CripaBa OT KaMephl, €CIM XBaTaeT MECTa,

— TpU HATUYHK 4exJia 1iss MoOMIIbHOTO yCTpoicTBa pa3meniath [ImaTexHbIil CTUKEp Ha
4exoJl, a He M0J1 HETO.

1.4, 3ampeniaercst NpeaoCTaBISTh IOCTOPOHHUM JIUILIAM CBEJIEHUS O CBOMX MEPCOHAIBHBIX
naHHbIX, PekBusurax Kapte! u (wnm) IIMH-kozae, oqHOPa30BbIX MapossiX B OTBETAX HA 3JIEKTPOHHBIE
IIMCbMa, SMS-COOOIIEHNs WM 3BOHKH, B KOTOPbIX OT MMEHM baHka mpeniaraercsi npeaocTaBUTh
Takue JaHHble. B ciaydyae coMHeHU, 4TO 3BOHOK WM COOOLIeHME UcXoaaT u3 banka, ciemyer
CaMOCTOSITENIHO TEPE3BOHUTH MO TenedoHy, ykazanHHoMy Ha obopore Kaptel B Enunyio cinyxOy
HOJ/IEP)KKH KIIMEHTOB.

1.5. B caywyae mNOCTYyIUIEHHS MOIIEHHUYECKUX sms-cooOmienuit/Push-yBenomnennit /
PACCBUIKHU 110 3JIEKTPOHHOH MouTe / COOOLIEHNH B COLIMATIBHBIX CETAX / MECCEHKepax / HTepHeT-
cepBUCax WM 3BOHKA/TMYHOTO OOpaIIeHUs TPEThbHX JIMI, B TOM YHCJE MPEICTABUBIINXCS
pabotHukamu banka (Hanpumep, ciiy:k0bl 6€30MaCHOCTH, CIYXKObI TEXHUYECKON MOIACPKKHU U T.11.),
no0YX/IAl0NINX HE3aMeUIUTENIbHO TpoBecTh neiictBus ¢ Kaptoit / MoOOHIBHBIM MPHIOKEHHEM
(HampuMmep, 1o pas3biaokupoBke KapTbl, OTMEHE mepeBoja ACHEKHBIX CPEACTB U T.N.) IyTeM
coobuienus koHpuneHnmuanpbuoi nadopmaru (IIMH-kox, PexBusuter Kapter),

Kimenry 3anpemaercs:

— TPEIOCTABIIATH 3aNPAlINBAEMYIO0 HH(OPMAIIHIO;

— TpOBOIUTH JrOOBIE aelcTBHsi/onepanuu ¢ KapToii 1Mo WHCTpYKIMSAM, IOIy4EeHHBIM
yKa3aHHBIMH cIIoco0amu;

— YCTaHaBIIMBaTh NPWJIOXKEHUS, MporpamMmbl ynaneHHoro aoctyna (AnyDesk, AirDroid,
AirMore, TeamViewer u np.) 0 HHCTPYKIKAM, TOJTYYECHHBIM YKa3aHHBIM CIIOCOOOM;

— BKJIIOYATh TPAHCIIALMUIO 3KpaHa B MECCEHKepax Mo Npoch0e 3BOHALINX TPEThUX JIUII,

— MPENOCTaBJIATh TPETHUM JIMLIAM JIOCTYIl K JMYHOMY KaOHHeTy Ha caiite denepanbHOU
rOCyJapCTBEHHON HMHPOPMAlMOHHON cuctemMbl «EQWHBIN  mOpTan TrOCyJapCTBEHHBIX U
MYHUIUNATBHBIX YCIyT (GyHKIMN)» (Www.gosuslugi.ru) B cetu IHTepHET.

Knuenty cnenyer He3aMeUIUTENBHO:

— IpepBaTh 00IIEHUE C MOIIEHHUKaMH (3aBEpIIUTh TeJIe(OHHBIN pa3roBOp, HE OTBEYATh Ha
sms-coo6uienus/Push-yBenomnenusi/e-mail-pacceiiky /  COOOLICHUST B COLMAIBHBIX CETSIX /
MECCEeH/IKepax / HHTEpHET-CEPBUCAX);

— yBeaoMuTh baHk o ciyunBiemcs.

1.6. Cregyer oCcyIIeCTBIATh MEPEBOJbI IEHEKHBIX CPEJICTB 110 PEKBU3UTAM, HOJTYYEHHBIM
TOJIKO M3 M3BECTHBIX HCTOYHUKOB. He mnepeBOauTh JEHEXKHBIE CPEACTBA IO PEKBU3HUTAM,
MOJYYEHHBIM B SMS-COOOLICHMAX/ COOOLIEHHUSIX 10 3JIEKTPOHHOM TMouTe / COOOIEHUsIX B
COITMATBHBIX CETSAX/ MECCEHJKepax / MPH 3BOHKE /MIPH JIMYHOM OOIIEHHH OT HE3HAKOMBIX Jinil. B
CIIy4asiX TOCTYIUICHUS SMS-COOOIIEHHI/ COOOIMIeHUH MO JJIEeKTPOHHOM Mmoure / CcOoOOImIeHul B
COLIMAJIBHBIX CETSX / MECCEH/Kepax OT POJACTBEHHUKOB/3HAKOMBIX//Ipy3eil ¢ mpoch0oil mepeBecTu
JIEHE)KHBIE CPEICTBA PEKOMEHIYETCS IEpENl COBEPIIEHUEM OINEpaluu IO MEPEBOAY ACHEKHBIX
CPEICTB YOeIUThCS B IMYHOCTHU OTIIPABUTENS COOOIEHUS (B TOM YHCIIE ITyTEM COBEPILIEHNUS 3BOHKA)
B LIEJISIX UCKIIFOYEHHSI MOILIEHHUYECKUX JIEHCTBUI.

1.7. B nensx MHPOPMALMOHHOTO B3aUMOAECUCTBUS ¢ BaHKOM clieyeT UCIoIb30BaTh TOIBKO
PEKBU3HUTHI CPEJICTB CBSI3U (MOOWMJIBHBIX M CTAallMOHAPHBIX Tene(dOHOB, (PAKCOB, MHTEPAKTUBHBIX
UHTEPHET-CalTOB, OOBIYHOM U AJIEKTPOHHOMN MOYTHI U T1p.), YKa3aHHBIX B JIOKYMEHTAaX, MOJTY4E€HHBIX
HerocpencTBeHHo B banke, 1160 pa3menenHbix Ha Caiite banka.

1.8. Kiment o6s3an npoBepsts Boimucky no Kaprounomy cuery, B KOTOpOH yKa3bIBatOTCS
olepaluu 3a OTYETHBIM MepHoi, HE peXke OJHOro pasa B MecAl. B ciydae oOHapyxeHUs
MOJO3PUTENBHBIX WM HEM3BECTHBIX ornepauuii KineHnTt o0s3aH HEMEIJIeHHO COOOIUTh 00 3TOM B
bank. bank takxke npenocrasiser KiimeHTy BO3MOXHOCTb ONEPAaTUBHO MOIYYUTh HH(OPMALHIO 00
OCTaTKe JICHEKHBIX Cpe/ICTB Ha cBoeM KapTouHoM cuete, a Takke 00 onepanusx, COBEpIICHHBIX 110
Kaprounomy cuery, nyrem oOpatieHus B Enunyto cinyx0y noJaep KK KIMEHTOB.




1.9. Jlns momoJIHUTENbHON 0€30MacCHOCTH U HE3aMEJTUTEIHLHOTO MOTYyYeHUsT HHPOPMAITHH
00 omepanusx, COBEpIICHHBIX ¢ ucnonb3oBanueM Kaptel (PexkBusutos Kaptel), bank mpemocrapmnser
BO3MOKHOCTh M HacTOATENIbHO pexkomeHayeT Kimenty noaxmrodats yeayry ABR-INFO.

1.10. bauk npenocrasnsier KiueHTy BO3MOKHOCTh M MPABO YCTAHOBUTH WHIMBUAYAJIbHbBIE
3HAYeHUs JIMMUTOB OE30MIaCHOCTH Ha IPOBEJCHHME OINEepaluuil ¢ ucrnonb3oBaHueMm KapT mo ero
sasBieHu0 Knwmenta mpu nwmuHoM oOpamenun B bank, B Cucreme «UHtepuer-bank» (mpu
noaxrouennn Kimenra k Cucteme) uinu npu obpamennu B Enunyto ciyx0y moaaep XK KIMEHTOB
0 OJJTHOMY U3 HOMEpOB TenedoHoB, ykazaHHbIX Ha Caiite banka. Mndopmanus o pazmepe u Buaax
yCTaHaBIMBaeMbIX baHKOM JIMMUTOB 0€30MaCHOCTH, O JOMYCTHUMbIX 3HAUEHMSX WHIUBUAYAJIbHBIX
JUMUTOB 0€30MacHOCTH, ycTaHaBIuBaeMbIX KiinenToMm, pa3meraercs Ha opuiaibHOM caiite banka
B cet MHTepHet no agpecy www.abr.ru, B Cucreme «Murepuer-banky. Ycranosnenue Kirentom
MOBBIIICHHBIX WHIAUBUAYAIbHBIX 3HAYEHHH JMMHUTOB O€30MaCHOCTH HECET IOBBIIMICHHBIN PHCK
¢uHancoBeIXx moOTeph KimeHTa B cilydae HECAaHKIMOHHMPOBAHHOTO HCIONB30BaHUA KapTel
MIOCTOPOHHUMU JIMIIAMHU ¥ UHBIX MOILIEHHUYECKUX ONEPALIHil.

1.11. B cayuae yrparsl Kaprel u (wnm) IIMH-xona, Komnpomeramuu Kaptel, a Taxke
ucnonp3oBanusi  Kaptel/PekBusuroB  Kapter  6e3  cormacus  Kimenra, Kiment o0s3an
HE3aMeUTUTEIBHO YBEIOMHUTH 00 3TOM BaHK OTHUM M3 CIEIYIONMX CIIOCOOOB:

— 10 HOMepaM Tene()OHOB, YKa3aHHBIM Ha 00paTHOI cTopoHe KapTsl, B TOM unce:

+7 495 7211001 (xpyriocyTo4yHoO);

— 10 OAHOMY U3 HOMepoB TenedoHoB EnnHoil ¢y Obl MOAAEPKKU KIUEHTOB, YKa3aHHBIX
Ha Caiite banka:

8 800 1001111 (xpyryiocyTouHoO);
8 812 3358500 (kpyriiocyTo4HO);

— IIpH JIMYHOM oOpaiieHuu B baHk.

Heob6xomumo Bcerna mmerh mnpu ceOe koHTakTHbie TenedoHsl banka. Jlo MomeHTa
oOpamenus B bank KimeHT HeceT pHCK, CBSI3aHHBI C HECAaHKIMOHMPOBAHHBIM CIHCAHUEM
JIEHEeXKHBIX cpenicTB ¢ KaprouHoro cuera.

1.12. B cnydae coBeplieHMs NpPOTHBONPABHBIX JeicTBUM mnpoTuB KimeHta ¢ 1enbio
3aBnagenus Kaproii, [IMH-komom, PexBusuramu Kaptel, KnneHnry cienyer HezaMeIMTENbHO
00paTUThCs B OMMKANUIIMIA OTIEIN MOTHUITIH.

1.13. KineHT 00s13aH BHMMATEJIbHO OTHOCHUTBCS K YCJIOBHSM XPAaHEHHUS U MCIOJIb30BaHUS
KapTtsl, nmpenorBpamiath MeXaHHYECKOE, TEMIEPAaTypHOE M 3JIEKTPOMAarHUTHOE BO3ACHCTBHE Ha
Kapry, n30erats nonasanus Ha Hee BIary. 3amperiaercs XxpaHuTh Kapry (3a uckmouennem Kaptoi-
Opacnera u [lmaTe:xHOTO CTUKEPA) PAIOM C MOOMITBHBIM TEIEPOHOM, OBITOBOM M OPUCHOMN TEXHUKOM.

1.14. bank umeeT MpaBoO MPHOCTAHOBUTH HJIM MOJHOCTBbIO MpPEKpaTUTh AeiictBue KapTol B
ClIy4ae BO3HUKHOBEHM moao3peHuil B Komnpomerannu Kaptel, BoccTaHOBUTS JericTBHE KapTel pu
YCTpAaHEHUM NPUYMH NPHUOCTAHOBKM €€ JEWCTBHA, a Takke yBenoMuTh KimeHta B TeueHue
1 (ogHOTrO) AHS C MOMEHTa NMPUOCTAHOBJIECHUS (IpekpaieHus) neicTBus KapTbel mo MHUIMATHBE
banka otHUM U3 cieayonmX croco0oB:

— IyTeM yBeIOMIIEHUs Mo JobomMy HoMepy TtenedoHa, mpenocraBieHHOMY KimeHTom
banky;

— MyTeM HalpaBleHHst SMS-coobuienus no Homepy MobuinbHOro TenedoHa;

— IIyTEM HaIlpaBJICHUs YBEIOMJIEHHS MO aAPECy IEKTPOHHOW IMOYTHI, IPENOCTABICHHOMY
Kimenrom banky;

— IIyTeM HaIlpaBJICHUs MHUCbMEHHOTO YBEJOMJICHUS 3aKa3HBIM TUCHMOM;

— yBeaoMmJeHHeM, HampasieHHbIM o Cucreme «VHTepHer-bank» (mpu MOAKIIOUYEHUU
Knuenra k Cucreme).

1.15. B mensix mpenoTBpalieHUs BO3HHUKHOBEHHUS (DPMHAHCOBBIX moTeph y Kimenra mpu
Habope HeBepHoro IIMH-xoma Ttpum pasza mnoapsn nedictBue KapTel mpuocTaHaBIMBaeTCS
(6oxupyercs). Pazonokuposats Kapry Jlep>kaTenb MOXKET OTHUM M3 CIEIYIOIUX CIOCOOO0B:

— mo HomepaMm Tene@oHOB EnuHON Ciy>kObI TOJAEPKKH KJIMEHTOB, YKa3aHHBIX Ha
odunuansHoM caiite banka B cetu MuTepHeT mo aapecy www.abr.ru;

— oOparuBmHch B mo0oe noapasnenenue banka.
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2. IlpaBuia 6e3onacHOCTH NPHU coBepuIeHUN onepanuii ¢ Kaproii B 6ankomare

2.1. Jlo coBeplieHus onepanuy cieayer oOpaTuTh BHUMaHUE Ha BHEIIHUI BHJ OaHKOMATA.
3ampeniaercss COBepIIaTh OMNEpalMd I[P OOHAPYKEHHWH JHOOBIX BHEUIHMX IIPU3HAKOB
HEHCIIPaBHOCTH OaHKOMaTa WM 0OHApYKEHUH PSAZOM C HUM MM Ha HEM ITOCTOPOHHUX YCTPOWCTB,
HaKJIaJHbIX IaHeNel, HHOPOAHBIX MPEIMETOB B (Ha) KapTOIPUEMHHUKE, KiIaBHaType OaHKOMATa,
OTBEPCTUHU JUIS BBIJAYM HaIM4YHBIX. [Ipm oOHapyKeHUM MOCTOPOHHUX YCTPOWCTB M HPEIMETOB
ciefyeT cooduuTs 00 3ToM B baHk 1o TenedoHy, ykazaHHOMY Ha OaHKOMAare, U BOCIIOJIb30BaThCs
OpyruM 0aHKOMAaTOM.

2.2. Ecnu Kapra He BcTaisieTcss B 0aHKOMAT, 3alpeIlaeTcs NPUMEHATh (PU3NYECKYI0 CHITY
4yT00BI BcTaBUTH KapTy, cienyer Bo3aep)KaThCs OT HCIOIB30BaHHS TAKOTO OaHKOMATa.

2.3. He crnenyer MCHonb30BaTh YCTpOWCTBa, KoTOopbie TpeOyrorT BBoaa I[IMH-konma mms
JOCTylla B IIOMEIEHHe, IJe pacrnoioxeH OaHkomar. CrexyerT HCIONb30BaTh OaHKOMATHI,
YCTaHOBJIEHHbIE B 0€30MacHbIX MecTax (HalpuMep, B TOCYAApCTBEHHBIX YUPEKIACHMSIX,
HOJpa3/ie/IeHusIX OaHKOB, KPYIHBIX TOPrOBBIX KOMIUIEKCaX, MOCTHHMLAX, a3pONOPTax U T.IL.).
Crnenyer n30eratb UCIOIH30BAHUSI OAHKOMATOB B IIJIOXO OCBEIICHHBIX M OE3IIIOTHBIX MECTAaX.

2.4. B cnyuae ecnu 6aHKOMaT paboTaeT HEKOPPEKTHO (HAIIPUMED, OJIT0e BpeMs HaXOJAUTCS
B PEKUME 0)KMJIaHUs1, CAMOIIPOU3BOJIBHO NIEpe3arpyx aercs), clieyeT 0TKa3aTbCs OT UCIOIb30BaHUS
Takoro 0aHKOMara, OTMEHHUTh TEKYIIYIO OIEpalMio, Ha)KaB Ha KJaBUAaType KHONKY «Ommena», U
J0’K1aTbes Bo3BpaTa KapTel.

2.5. He pomyckaiiTe NPHCYTCTBUS CTOPOHHHMX JIUII TIPHU TpoOBeneHHH omepauud. [Ipu
HAJIMYUM YCTAHOBJIEHHBIX Ha OaHKOMAaTe CHEelMAJIbHBIX 3epKasl HaOJIr0AEHUS BOCHOIb3YHTECh UMU
JUISL CHUKEHMSI pUCKAa HECAHKIIMOHUPOBAHHOI'O HAOJIOJEHHUS TPEThUMH JIMLAMH 34 MPOBEACHUEM
Bamu onepanuu. Cnenyer yOeauTbcs B TOM, YTO JIIOJHM, CTOALIME paoM ¢ Bamu, He uMmeroT
BO3MOXXHOCTH yBUAeTh [IMH-kon mnu cymmy cHumaemsbix HanunuHbiX. [Ipu HaGope [TMH-koxa Ha
OaHkoMaTax, He 00OpYIOBaHHBIX 3aKPBIBAIOIIEH KJIABHATYpy 3aIIUTHOMN IITOPKOH, MPUKpPbIBANTE
KJIaBUATYypy PyKOM.

2.6. Ilpu coBepmenun omepauuii ¢ KapToii 3amperiaercsi pyKoBOACTBOBATbCS COBETaAMH
TpeTbUX JHIl. B cioyyae BO3HMKHOBEHHSI KakKMX-IHOO MpoOJieM MpH COBEPIICHUH Olepaluu
(HampuMmep, OGaHKoMaT He Bo3BpaulaeT KapTy) ciemyer He3ameIUTENbHO 00paTUThes B baHk 1o
HoMmepaM TeneoHoB EnnHON ciy’kObl MOJAEPKKU KIUEHTOB, OOBSCHUTH OOCTOSITENHCTBA
MPOM3OLIEIIETO U CIIEI0BaTh MHCTPYKIUAM paboTHUKA baHka.

2.7. Ecnu 6ankomar cropoHHero O0anka He Bo3BpamaeT Kapry, To Kinuenrty crnenyer:

— 1o TenedoHy, yKazaHHOMY Ha OaHKomare, 0OpaTUTbCs B OaHK — Biajener] OaHKoMaTa U
BBISICHUTH CPOKH M MOPsIOK Bo3BpaTa KapTsi;

— no tenepony EnuHol ciayxObl MOIIEpKKU KIMEHTOB 3a0iokupoBaTh KapTy, Tak Kak
Kapra, Haxonsmasics He Ha pykax ee Jlepikatens, He JODKHA ObITh aKTUBHOM.

2.8. Tlpm mpoBeneHUM OIEpaluu He CIeAyeT OTXOAWUTh OT OaHKoMaTa. Bo3BpaméHHyro
6ankomatoM Kapry crnenyer HemenaeHHO yOpaTh B CYMKY (KOILIENEK, KapMaH), MOJyYeHHbIE
HaJIMYHBIE IEHEKHBIE CPEACTBA NIEPECUUTATh MOJUCTHO, yOpaTh UX, J0KAAThCS BblIayl KBUTAHIIUU
IpU €e 3arpoce, U TOJIBKO MOCIIe ITOT0 OTXOAUTh OT OaHKOMATa.

2.9. He npoBoauTe IeHCTBHIA B OaHKOMAaTax MO WHCTPYKIIUSAM, TIOIYIEHHBIM IO Tele(OHY.
Bceerna yrounsiite noiay4eHHy0 HH(GOPMAIHMIO TOJBKO MO TejaepoHaM, yKa3aHHBIM Ha 00OpPOTHOH
ctopone KapTs! unu no tenedony ciayx0bl TEXHUUECKON OIEPKKHU, ykazaHHOMY Ha Cailite banka.

2.10. Cnenyer coxpaHATh pacriedyaTaHHbIE OAHKOMATOM KBUTAHIMHU JUIS TOCIIETYIOIICH
CBEPKM yKa3aHHBIX B HUX CyMM ¢ Brinuckoii no Kaprounomy cuery.

3. lIpaBuaa Oe3omacHocTH TNpPH coBepuieHnu omepauuii ¢ Kaproii B TOproso-
CEePBHCHBIX NMpeINPUIATHAX

3.1. Kunuent o0s3aH TpeOoBaTh MpoBeaeHUs omepanuii ¢ ero Kaproit Toapko B cBOEM
IOPUCYTCTBUH. DTO HEOOXOAMMO B LENAX CHIDKEHHS pPHUCKAa HENPaBOMEPHOTO IOJyYCHHS
MEepCOHAJIbHBIX JaHHBIX, YKa3aHHbIX Ha Kapre, u PexBuzuToB KapTsbl.




3.2. Tlpu ucnonszoBanuu KapTel A1 O11aThl TOBAPOB U YCIIYT KACCUP MOXKET MOTPEeOOBAThH
or [epxarens Kapter moammcate dexk u (unm) BBectu [IMH-kon, mpeabsBUTH TOKYMEHT,
ynocroBepstomuid InaHocTh. [Ipu Habope IIMH-koma criemyer mpuKphIBaTh KIABHATYPY PYKOH.
[lepen moamucanueM 4eka ciefyeT 00s3aTeNbHO MPOBEPUTH CYMMY, YKa3aHHYIO Ha 4Yeke, a MpHU
HOJy4eHUn SMS-cooduienus/Push-yBenomnenus, nHGOPMUPYIOIIEro O COBEPIIEHHON OmeparyH,
POBEPUTH CYMMY (akTHueckoro cnucanus ¢ Kaprounoro cuéra.

3.3. He ucnons3syiite Kapty B opranuzanusx TOProBIM U YCIYT, €CIM TOProBasi TOYKa U
(unM) ee mepcoHal He BbI3bIBAOT y Bac nosepus.

3.4. B cimydae ecium TNpH TONBITKE coBepiieHUs omepauuu ¢ Kaproil mmena mecto
«HEYCIICIIHAs» ONEPaLus, CIIEJyeT COXPAHATh BBIIAHHBIM TEPMUHAIIOM Y€K, CBUIETENbCTBYIOIUI O
HEYCIICITHOM 3aBEPLICHUM OIepalyu, JUisl IMOCIEAYIOIEed IPOBEPKH OTCYTCTBUS YKa3aHHOMN
onepauuu B Beimucke no Kaprounomy cuery.

3.5. B 3aBHCHMMOCTH OT TE€XHOJIOTHH OIUIATHI U HacTpoek POS-TepmuHana TOproBoii TOUKH
ornepanuu 6e3HaIMYHOM OIIaThl TOBAPOB U YCIYT € UCIOJIb30BAaHUEM KapThl MOTYT IIPOBOJAUTHCS 0€3
noarBepxkaeHus (6e3 BBoma IIMH-koma m 6e3 mpocraBnenus moxmucu Jlepkartenss Kaprter B
JIOKYMEHTE, COCTaBJIEHHOM IIpHM COBEPLICHMM OIepallid) B paMKaxX yCTAHOBJIEHHbIX baHkom
3HaYeHUH JUMUTOB Oe3omacHOCcTH. KiMeHTOM MOryT OBITh YCTaHOBJICHBI WHAWBUIYAJIbHBIC
3HAYEHUsl JIMMUTOB O€30IIaCHOCTH Ha HPOBEIECHUE YKa3aHHBIX ONepauuid, NpH 3TOM IpHU
YCTaHOBJICHUH IMOBBIILIEHHBIX 3HAUeHUH KIIMEHT HeceT MOBBIIEHHBIN pUCK (PMHAHCOBBIX MOTEPDH B
Clly4ae HECAaHKIMOHMPOBAHHOI'O MCIIONb30BaHMUs KapTel MOCTOPOHHMMM JIMIIAMH, B CIy4ae MHBIX
MOIIICHHUYECKUX oOlepanuid. B memsx mpeaoTBpaiieHrss BOZHUKHOBEHUS (DMHAHCOBBIX MOTEPH Y
Knuenra npu nposenienuu onepanuii 6e3 noarsepxaenus bank pekomenayer KinueHnTy ycTaHOBUTh
WHAUBUyaJIbHbIE 3HAUEHUS JTUMHUTOB O€30MIaCHOCTH C HYJIEBbIMU 3HAUECHUSMHU.

[Ipu coBepiieHMM oOllepallMM CHSTHUSI HAJWYHBIX JCHEXKHBIX cpelcTB B POS-tepmunane
OJTHOBPEMEHHO ¢ omepanueil 0e3HaIMYHOI OmiaThl TOBAapOB M YCIYr ¢ UCMOib30BaHUEM KapTbl
tpeOyercs BBoa [IMH-kona.

4. IlpaBuJja 0e30mMacHOCTH NpU coBepuieHUM onepanuii no Kaprounomy cuery 4depes
cerb MHTEpHET

4.1. Tlpwu coBepuienuu onepanuii no Kaprounomy cuery uepes cetb IHTEpHET CylIeCTByeT
PUCK IIOJIyY€HHUSI MOILIEHHUKAaMU NEepCOHAIbHBIX JaHHbIX KimeHTa (B TOM uyuclie mnaposiew,
PexBusuros Kaptsl u KapTounoro cuera), B ToM 4ucie:

— IyTE€M PaCCBUIKHM 3JIEKTPOHHBIX MHUCEM U COOOLIEHUH OT UMEHM OAHKOB, MOIMYJSPHBIX
OpeH0B, pa3nuyHbix cepBrcoB (Rambler, Mail.ru) uiau BHyTpH colManbHbIX ceTeil ¢ TpeboBaHHEM
BBECTH JIMOO MOATBEPIUTH CBOM MEPCOHATIBHBIE TAHHBIE 110/1 PA3IMYHBIMU NPEAJIOTaMH;

— C TOMOUIBIO CIEIHATbHBIX BPEIOHOCHBIX MPOTpaMM (BHPYCOB), KOTOpPbIE MO3BOJISIIOT
HOJYYHUTh AOCTYH KO Bceil MH(pOpMAIK, BBOIUMON B KOMITBIOTED.

C uenbio CHU)KEHUS TaKUX PUCKOB 3aIPeIaeTcs:

— CJeloBaTh M0 CChUIKAaM, YKa3aHHBIM B MOJIOOHBIX 3JIEKTPOHHBIX MUCbMAaX U COOOLICHHSIX
(Bxutrouast ccpliky Ha CallT baHka), Tak Kak OHU MOTYT BECTH Ha CaWThI-JIBOMHUKH;

— coobmars [TMH-koz uepes cetb UHTEpHET;

— cooOmarh CBOM NepcoHanbHble JaHHble WK uHpopmaruio o Kapre (Kaprounom cuere)
yepes ceTb VIHTepHeT, Hanpumep, Mapoiu A0CTyma K pecypcaM banka, KpeIUuTHbIE TUMUTBI, HCTOPHUIO
orepauuii, IepCcoOHaIbHBIE IaHHBIE;

— COBEPLIATh ONEPALMH C UY>KOI'0 KOMIIBIOTEpA.

Knuent o6s13aH yCTaHOBUTH Ha CBOM KOMIIBIOTEP aHTUBUPYCHOE MPOrpaMMHOE 0OecrieueHne
U PETYJISPHO MPOU3BOJIUTH €r0 OOHOBJIEHHE U OOHOBJIEHHE IPYIMX HCIOIB3YEMBIX MPOTPaMMHBIX
IPOAYKTOB (ONEpaliMOHHON CUCTEMBI U IPUKIIAHBIX IIPOTPaMM).

4.2. KiueHT 00s13aH HACTPOUTH ONEPAITMOHHYIO CHCTEMY Ha CBOEM KOMITBIOTEPE TaK, YUTOOBI
o0ecreYnBaMCh OCHOBHBIE TIPaBHiia OE30MACHOCTH Pa0OTHI B CETH U COOTIOAATMCH PEKOMEH IAIIUU
banka mo 6e3omacHOMY COBEpIIEHUIO Oomeparuii ¢ OaHKOBCKOW KapToul, pa3menieHHbie Ha Caiite
banka.




43. C uenpt0o MUHMMH3ALUU DPHUCKOB, CBS3aHHBIX C IIPOBEIECHUEM HENPABOMEPHBIX
onepanuii no Kaprounomy cuerty, Ui coBeplieHus onepanuii B cetu utepuer bank nmpenocrasiser
BO3MO>KHOCTb M HACTOATEILHO PEKOMEHYET:

— 1ubo ucnonbp3zoBaTh Kapry ¢ oraenbHbiM KapTOUHBIM CYETOM, OTKPBITYIO TOJBKO AJIS
COBEpUICHMs onepauuil B ceTd MHTEepHET, U He pazMeniath Ha TakoM KapTouHOM cuere neHeXHbIe
CpEJCTBA B CYMME€, 3HAaYUTEIBHO MIPEBBIILIAIOLIEH CyMMYy IIpeIIoaracMoi ornepanuy;

— 1ubo opopmuts Jononuurtensuyto Kapty k cBoemy KaprounHoMmy cyeTy u yCcTaHOBUTH 110
takoil Kapre nnauBuyanbHble 3Ha4eHNs JTUMUTOB O€30IIaCHOCTH Ha MPOBEJCHUE ONEepaALIU.

4.4, JInsa cosepuieHus omnepauuii uepes MurepHer KimeHT o00s3aH 1osb30BaTbed
3amuieHHol Bepcueir mporokoina HTTP Opaysepa. bykBa «s» mocme «http» B cTpoke
MHTEpHET-a/ipeca O3HaudaeT, 4ro Bam Opay3ep paboTraer B 0e30MacHOM pEXHME, HPU ITOM
ucnonb3yercst npoTokon SSL, uro mpenoTBpamaeT nepexsar HHGopMauuy, nepeganHoil Bamu no
kaHainaM MHTepHeTa.

4.5. Tlpu ocymectBienun omnepauuii Knnent o6si3an mosb3oBaThesi MHTEpHET calitamu
TOJIBKO U3BECTHBIX U IPOBEPEHHBIX OpraHU3alyil TOPrOBIM U yCIYT.

4.6. KnmeHt 00s3aH yOeqWTbCsS B MPABWIBHOCTH ajpeca VHTEpHET caiita, K KOTOpOMY
HOJKJII0YAeTCsl U Ha KOTOPOM COOMpAaeTcsl COBEpIIMTh OIlEpalud, TaK KaK IOXOXHue ajpeca
(1oOaBneHBI JOMOIHUTEIbHBIE OYKBBI U CUMBOJIBI B afjpec VIHTepHeT caiiTa) MOT'YT UCIIOJIb30BaThCS
JUIsL OCYLIECTBIICHUS] HENIPABOMEPHBIX IEHCTBUM.

4.7. Tlepen cosepmieHuem omepanuu KimeHT 00si3aH y3HaTh Oosblie uHpOpManuu 00
HuTepHeT-marazuse:

— MPOYUTATh ONMYyOJIMKOBaHHBIC HA caiiTe MpaBwia pabOThl ¢ WHPOpPMAIUEH JIMIHOTO
xapaktepa. OOpaTuTh BHUMaHHE Ha Mepbl oOecrnieueHuss HTepHeT-Mara3uHoM HHQPOPMAIIMOHHOM
0€e30I1aCHOCTH;

— yOeauThes B TOM, uTo IHTepHET-Mara3uH MCIoIb3yeT MOATBEPKIEHHBIN cepTU(UKaT IJist
obOecrieueHus uHpOpMaMOHHONW Oe3omacHocTH. JKenmaTenbHO TMOATBEPXKIEHUE cepTH(HUKaTa
MO/JIMHHOCTU OJHUM W3 BCEMHUPHBIX JOBEPEHHBIX CEPTU(PHUKAIMOHHBIX areHTCTB, HaINpUMED,
http://www.verisign.com/ uau http://www.globalsign.com/;

— ybemuthcss B Hamumuud |y  VHTepHeT-marasuHa — (aKTUYecKOro  ajpeca W
3apETUCTPUPOBAHHOTO FOPUIAMUECKOTO JIUIIA, 3TH TaHHBIC JOJIKHBI ObITh YKa3aHbI HAa CAlTe;

— O3HAaKOMHUTBHCS C YCJIOBHSIMU TOCTAaBKM TOBapa M IMpaBUJIaMU €T0 BO3BpaTa, MpaBUIaMU
MIPEIOCTABICHUS YCIYTH, B TOM YHCJIE O JOTIOJHUTEIBHBIX cOOpax;

— TPOBEPUTH, €CTh JI Ha caiTe MHTepHeT-Mara3uHa Gopym, rje MOCETUTETU OCTABISIOT
0T3bIBbl. O3HAKOMUTHCS C OT3BIBAMH O Mara3uHe Ha WHBIX caTax cetu VIHTepHeT.

4.8. He crnenyer cienoBath MO CChUIKaM, YKa3aHHBIM B COOOIIECHUSAX (SMS-COOOIICHHUSX,
AIIEKTPOHHBIX COOOIICHHSIX, MUChMaX U TP.), MOJYYCHHBIX OT HE3HAKOMBIX JIMII, JJII COBEPIICHUS
OTIEpaIlMK OTUIAThI Ha calTax OOBSBICHHN, B COIMAIBHBIX CETSAX W MHBIX caliTax cetn MHTEepHeT,
MECCEHIKEPAX, TPUIIOKEHUSX U TIP.

4.9. KimeHT 00s3aH COXpaHATh KOHQHUACHIIMAIBFHOCTH CBOETO MAapoJIsi W TIEPHOIMYECKU
MEHSTh €ro. 3amperniaeTcs COXpaHsaTh B CUCTEME Mapoiid U COOOIIAaTh CBOU MapOJIH, UCIIONIb3yEeMbIe
JUIs BXOJa Ha caiT MHTepHeT-mara3mHa, TPEeThbUM JIMIaM. baHK peKOMEHAYeT HE HCIIOJIh30BaTh
MPOCTO BBHIUKCISIEMBbIE TAapoNid (HAMpUMEp, JaTa pOXKIAEHHUs, Homepa TenedoHA), a TaKKe
WCITOJIH30BaTh OJMHAKOBBIN MapoJh 1isg UHTepHeT-Mara3uHoB, CBOEH MOYTHI U IPYTUX CHCTEM.

4.10. B menax mnoBbIIeHHUs] OE30MACHOCTU MPOBOJUMBIX B ceTH MHTepHET omepamuii ¢
HCITOJTIb30BAaHUEM PEKBH3UTOB KapT IJIATEKHOU CUCTEMBI «Mup», baHkoM puMeHsIeTCs TEXHOIOTUS
Mir Accept (3D-Secure). Mcmonb30BaHie JaHHOW TEXHOJIOTHHU TMO3BOJIAET BaHKY OCYIECTBIISATH
JOTIONTHUTENbHYI0 uaeHTHuKauuo KineHnta mnocpenctBoM mpoBepku BBoauMmoro Kimentom
OJIHOPA30BOT0O MApOJIsl, MOCTYMAIOIIETO B BUAEC SMS-COOOIIEHNS Ha 3aperUCTPUPOBAaHHEIN B baHke
Homep mobunbaoTo Tenedona Knuenra / Push-yBenomienusi, npu coBepiiieHuu onepamnui. bankwu,
obciyxxuBarore HTepHeT-Mara3uHbl U NOJIepKUBatoime TexHoaoruo Mir Accept (3D-Secure),
KaK MPaBWJIO, pa3MEIaloT Ha cBoeM caiite jmorotun MirAccept. Ecnu texnomnorus 3D-Secure He
MOJIEPKUBACTCS] OAaHKOM, 00CITYy )KUBarOIIUM MHTepHEeT-Mara3uH, onepanus mpoBOIUTCS B OOBIYHOM
pexxuMe 6e3 BBOJIa AOMOJHUTEIBHOTO mapods. [lo oTaenbHbIM onepanusim, onpeaeaeHHbIM bankom



http://www.verisign.com/
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u AO «HCIIK» B pamkax mpumeHsieMoit TexHojoruu Mir Accept HepuCKOBaHHBIMHU, baHKOM MOTyT
HE HaIpaBJATHCS 0IHOpa30Bbie nmapoinu Ha Homepa MoOumbHbIX TenedonoB KimeHToB.

4.11. Ilpu coBepuiennn oneparuu depe3 MurepHer KiueHT 00si3aH BHUMATENbHO YUTATh
coOOLIeHNE ¢ OAHOPA30BBIM N1apoJIeM, HarpaBieHHoe bankoM. [lepe BBo1oM 0JHOpa30BOro napoJis
KnueHT o0s13aH yOequThCs, 9TO CyMMa U HaWMEHOBAHKME Mara3uHa B SMS-COOOIIEHUN COBMAIAIOT C
CyMMOH OIlepalliy U Ha3BaHWEM MarasuHa, riae KiimeHT coBepiiaer onepanuro.

4.12. Ilpu coBepuieHUH omepanuii yepe3 VMHTEpHET HEe clenyeT OTKa3bIBaThbCs OT YeKa.
Mara3un 00s3aH BblgaTh 4ek KineHTy. DlIeKTpOHHBIN UeK NMpUpaBHUBAECTCA K OyMaXXHOMY, UMEET
IOpUJIMYECKYI0 CHIIYy U SIBJISICTCS IOJHOLICHHBIM JIOKYMEHTOM, ITOATBEPKIAIOIIMM COBEPIICHUE
oIrepanuu.

5. Houyuenne/cmena [IMH-kona n akruBanust Kaprel B Cucreme « UaTrepuer-bank»
5.1. Kuuent moxet noiayuuts [IMH-kox mo HoBoOM (HeakTuBHOI) Kapte B Cucreme
«MutepHer-bank» 1 MoOMIbHOM IPUIIOKEHUU ITYTEM:

— camoctostensHoro ycranosnenus [IMH-kona ¢ ucnonp3oBanneM QyHKIUH «Y CTAaHOBUTH
IIMH-x0ox caMOCTOSITEIBHOY.

Hogerit [ITMH-kox pomkeH coctaBisaTh Jto0Obie yeThipe mudpsl. [Ipu cozmanuun [TMH-koma
cienyer u3berath MpocThix KoMOMHanmii uncen (Hanpumep, «0000», «1234y», «5555»). [IMH-kox He
JIOJDKEH COJIEp KaTh BO3PACTAIOLIYI0 WM YOBIBAIOIIYIO IOCJEN0BATENIbHOCTh 4MceN (Hampumep,
«1234y, «4321»). He pexomenyercs ucnonb3oBath B kauectBe [IMH-kona gaty poxaeHus,

— reHepauuu ciydaitHbix mudp Cucremoil «MuTepHeT-bank» ¢ ucnonb3oBaHueM GyHKLIUU
«IIpownsBoubnsiii [IMH-k01».

5.2. Tlomyuenue [TMH-xona nHeodbxomumo noareepants [1311 Kinenra.

5.3. Hogas (neaktuBHas) Kapra aBromatudecku aktusupyetcs npu nonyuenuu [IMH-konxa,
3a uckiaouennem Heamboccuposannoit Kapter (B Tom uncie Kaprer COI'A3) / Kaptei-Opaciera /
[TnaTexxHOro CTHKEpa, aKTUBALIMS KOTOPBHIX HE TpeOyeTcs.

5.4. Tlocne nonyuyenus [IMH-koxa no Kapre (3a uckmouenuem Lludposoii kaptel) Kinenty
Heo0xouMo akTuBHpoBaTh nonydeHHsld [IMH-kon, coBepmuB onepanuio B 0ankomare  banka /
CTOpOHHEro OaHka (Hampumep, 3anpoc 6ananca mo Kapre).

5.5. KumeHT Taxke MoxeT akTuBupoBaTh Kapty 6e3 ycranoBnenus [IMH-koxa, ucnons3ys
OTJIENbHYIO (PYHKINIO «AKTUBUPOBATH KAPTY».

5.6. B Teuenue cpoka neiictBus Kaptsl Kinenty npenocraBnsercss BO3MOXKHOCTb CMEHUTD
[TNH-xon k nelictBytouieit Kapre ¢ ncnonb3oBanuem Cucremsl «MHTepHET-bank» criocobom u B
HopsijiKe, MpeayCMOTpEeHHBIMH I1.11. 5.1 — 5.2, 5.4 [IpaBui nonb3oBanus kaptoil. Kapra nomkHa ObITh
aKTHBHA, TO €CTh HE 3a0JOKMpPOBaHa, €€ ACHCTBUE HE IPUOCTAHOBIIEHO.

5.7. B3uMaHHe KOMHCCHOHHOTO BO3HAarpakJeHHs 3a OKa3aHHE yCIYT'H MOJyYeHHs/CMEHBI
[INH-kona B Cucteme «Muatepuer-banky» ycranapnmuBaetcst Tapudamu.

6. Hoayuenne IIMH-koaa ¢ ucnosibzoBannem Cucremsl IVR u akruBanus Kaprsl

6.1. Ilpu ortcyrctBum Bo3MoxHOCTH moxydeHus [IMH-koma mocpeactBom Cuctemsl
«nTepuer-bank» (HeT nocTyna B MHTEPHET, ycTapeBIIas MOJENb MOOUIBHOTO TenedoHa U JIp.)
Knuent moxer oOpatutbes B Enunyto ciyxOy noanep:xkku kivenTos juis nonydenus [TMH-koxa.
[Tpu obpamennn Knuenta//lepxarens (3BOHOK peKOMEHAYETCs OCYLIECTBIATh Ha TPETUH pabounit
JIeHb 1oclie noxydeHust Hooi Kaptel, o6s3arensHo ¢ Homepa MoOunsHOro Tenedona, KOTOphIii ObLT
yka3zan Knuentom B 3asBinenun) B EnuHyio ciyx0y MNOANEpKKH KIMEHTOB INPOBOAMTCS €ro
UACHTU(DUKAIMS 110 CIIEAYIONIUM JaHHBIM:

— mnocneanue 4 uudpset Kapter u ®UO [epxarens;

— HOMep MOOWMIIBHOTO TenedoHa, YKa3aHHbBIN B 3asBICHUY;

— KOJIOBOE CIJIOBO;

— JaHHbIE JOKYMEHTa, yA0CTOBepsAoLero suuHocts Kinuenra/Jlepxkarens.

6.2. Tlocme waentudukamuu ocymectBiusercs mnepeBog B Cucremy IVR, B koTopoit
MOCPEICTBOM TOJIOCOBBIX HH(POPMAITMOHHBIX coo0IeHuit npenocrasmnsgercs [IMH-kox.




6.3. B cmywae ecnu mnpu BBoAe 3ampammBaeMbix Cucremorr IVR  maHHBIX
Knuenrom//lepxarenem Obuta nomymiena omubka, Cucrema [VR mpenaraer BBecTH JaHHBIE ellie
pa3 (He OoJiee ABYX MOBTOPHBIX 3aIIPOCOB).

6.4. llocne mnonywyenus IIMH-koma Kimenty/Jlepkatento HE0OXOAMMO aKTHBHUPOBATh
Kapry u nonyuennsiii [IMH-koa, coBepmuB omnepamuto B 6ankomaTte banka / cropoHHero 6aHka
(mammpumep, 3anpoc O6ananca o Kapre), 3a uckimrouennem HeamboccupoBannoit KapTer (B ToM uncie
Kapter COI'A3) / Kaptei-Opaciera, akTHBAIlMI0O KOTOPOH OCYIIECTBIsAeT baHK Mocie BbLAauu
Hepxaremto, n LndpoBoii kapTsl.

6.5. B Teuenme cpoka pnedictBus Kapter Kiumenty//lepxkatento mpenocTaBisieTcs
BO3MOXKHOCTh ITOBTOpHO nonyuuts [IMH-kox k aeiicrByromeit Kapre ¢ ucnons3oBanneM Cuctembl
IVR (KapTta nomkHa ObITh aKTHBHA, TO €CTh HE 3a0JIOKMpPOBaHa, €e JEeHCTBUE HE TPUOCTAHOBIIEHO).
B3umaHne KOMHCCHOHHOIO BO3HAarpaKIACHMsI 3a OKa3aHUE JAaHHOM YCIIyTM YCTaHaBJIMBAeTCS
Tapudamu.

7. IlpaBuia Ge3onacHocTH npu ucnoab3opannu Mir Pay, Tokena

7.1. Jlepxarenb o00s3aH coOdroAaTh ClIEAylIIWe TMpaBuia MO 0e30MacHOCTH U
KOH(HIEHIIMATBHOCTH TIpu padote ¢ Mir Pay/ToxeHom:

— HUCKJIIOYUTH Tepefady TPEeTbUM JuiaM MOOHIBHOTO YCTPOHCTBA, B MAaMATH KOTOPOTO
XpaHsTcs nanHble TokeHa, a Taxoke mapods gocrymna k Mir Pay;

— B ciy4yae yTparthl MOOWIBHBIX YCTPOMCTB, B HaMsITH KOTOPBIX COXPAHEHb! JlaHHbBIE
TokeHoB, a Taoke B ciyyasx Komnpomeranuu TokeHa HezameIUTeNbHO HHGOpMUpoBaTh bank 1o
TenedoHaM KpyriaocyTodHor EquHON CiTy:KObI MMOICPKKU KIIMEHTOB C IEIbI0 OJIOKUpOBKU TokeHa
U NPEIOTBPAILEHUS] HECAHKIIMOHUPOBAHHOT'O POBEICHHUS OTIepaLIni;

— s Bxoma B Mir Pay He MCHoNb30BaTh BHEIIHHE CCBUIKH C JPYTHX PECYPCOB, BXO/
OCYIIECTBIIICTCS TOJNBKO Yepe3 MKoHKY Mir Pay, ycranoBieHHOro Ha MOOHIBHOM yCTPOHCTRBE;

— He coo0mIaTe TPETHUM JIMIaM, Jake paboTHWKam banka, cBom mapoinu, Kox mpoBepkw,
Konossle cnoBa, a Takke OiHOpa30Bble KOJbI, MOCTyNaromue Ha MoOUIbHOE YCTPOMCTBO;

— u3berath Ha cBoeM MOOMIBHOM YCTpOICTBE HAacTpoek THMa «root» u «jailbreaky» mmm
WHOTO B3JIOMa ONEPAITHOHHON CHCTEMBI;

— HCIIONB30BaTh TOJILKO odunuansHbie Bepcun Mir Pay, pasmemienHsie B Penosutopun
RuStore u AppGallery;

— ycraHaBiuBaTh Ha MOOWIIBHOE YCTPOMCTBO M HCIIONB30BaTh aKTyallbHYIO Bepcuio Mir
Pay;

— o0ecreunBaTh COOTBETCTBYIOLIUI YpOBEHb 0€30MacHOCTH Ha MOOMJIBHOM YCTpPOWCTBE,
UCTIONB3Ysl AHTHBHPYCHOE IMpOrpaMMHOE obOecriedeHrne (TP HAIMYAW Ui JaHHOTO THIIA
MOoOWIBHOTO YCTPOMCTBA), a TAK)XKE PETYIISIPHO MTPOBOIUTH €r0 OOHOBIICHHE;

— npu cmene Homepa moGmiibHOTrO Tenedona oOparuthes B bauk;

— HE MEepeXOAMTh MO CChUIKaM, HalpaBiisieMbIM Ha MOOWIBHOE YCTPOMCTBO, HA KOTOPOM
ycranoBiieHo Mir Pay;

— TMpOBEPATh PEKBU3UTHI onepanuil B Sms-coobmmenusax/Push-yBegomnenusx ot banka;

— He 0CTaBIsATh MOOMIBHOE YCTPONCTBO O6€3 MPUCMOTPA;

— o0ecneynuTh COOTBETCTBYIOIIMNA YypOBEHb Oe3omacHOCTH Ha MOOWIBHOM YCTpPOMCTBE,
UCTIOJB3YSl CPEJICTBA ayTeHTH(HKAIUU, BCTPOCHHbIe B MOOMIIbHOE YCTPOIMCTBO W IpejiaraeMble
MPOBAIEPOM COTOBOM CBSI3H;

— TIPOBOIUTH MPOBEPKY MOOMIEHOTO YCTPOMCTBA Ha MPEAMET OTCYTCTBHUS PETHCTPAIlUU
CPEACTB ayTeHTH(HUKAIINU TPETHHX JIUIL;

— He pasriamaTh TPETbUM JIMI[aM COOCTBEHHBIE CpeCTBA ayTeHTU(UKALMU Ha MOoOUIbHOM
YCTPOMCTBE, ABJISAIOMKECS KOHDUACHIMAIBHOW HHPOpMaLIeH;

— YJQINTh BCE JIMYHBIC JNaHHBbIC, PUHAHCOBYIO MHGpopManuio u TokeHbsl ¢ MoOUIBHOTO
YCTPOMCTBA, MCIOJIb30BAaHUE KOTOPOTO MPEKpallleHO, WM IpU HEOoOXOAMMOCTH Iepeladyu
YCTPOMCTBA B OPraHU3aLUIO0, OCYIIECTBIISIONIYIO PEMOHT;

— oOpatuthcsi B Kpyrjocyrounyio Enunyro  cnyxOy  MOIIEpKKH  KIMEHTOB
HE3aMeJUIMTENbHO, B Cllyyae MOJO3PEHUH Ha J1000€ HECAaHKIHMOHUPOBAHHOE HCIOJIb30BAHUE




MoOuIBHOTO YCTpOHCTBA MM PA3MELIEHHOTO B IJIATEXHOM NpUIokeHUH ToKkeHa, a TaKkke B Cilydae
yTpatbl MOOMIIBHOTO YCTPOWCTBA;

— He OmokupoBaTh JOObIe (QYHKIMU O€30MacCHOCTH, MPEAYCMOTpeHHbIe Ha MOOMIIBHBIX
YCTPOMCTBAX B LIEJAX 3alUThl TOKeHa;

— wucnonp3oBaTh Mir Pay, moakimouasch TOJNBKO K IPOBEPEHHBIM HCTOYHUKAM CETH
HuTepHeT, He Mcnonb3oBaTh Mir Pay nipy noKIItoueHuH K OECIIPOBOAHBIM CETSAM OOILEro J0CTyIA.

7.2. Ilepxarens 00si3aH COOMIOAATh TpaBwia 0OE30MacHOCTH TpW OE3HATUYHON oOruiaTe
TOBAPOB U YCIIYT C MCII0JIb30BaHHEM ToKeHa, ycTaHOBIIEHHbIE B pa3zene 3 HacToamux [IpaBui.




